
essential role as the significant foundation of 
cloud suppliers, for example, Google, 
Microsoft Azure and Amazon. Data centres 
provide the utility of computing services to 
software service providers who further provide 
the application services to end users through 
Internet [1]. 

This service called Software as a Service 
(SaaS), and the former service has recently 
been called Infrastructure as a Service (IaaS). 
With a specific end goal to exploit figuring and 
capacity assets gave by cloud framework 
suppliers, information proprietors outsource an 
ever increasing number of information to the 
server farms through cloud specialist 
organizations, much the same as the online 
stockpiling specialist co-op, which are not 
completely trusted by information proprietors.  
As a general information structure to depict the 
connection between substances, the chart has 
been progressively used to demonstrate 
entangled structures and composition, for 
example, the individual interpersonal 
organization (the social diagram), the social 
information base, for the security of clients' 
protection; this critical information must be 
encoded before outsourcing it to the cloud, 
besides information should be shared among 
confided in accomplices to all associations. 
There has been a great deal of assaults on cloud 
computing and this paper talks about such 
assaults alongside its answers [2].

1.1 Cloud Information Security 
Services

The cloud computing comprises of the 
following information security services: 

Confidentiality:

A standard programming seller can be a 
resource person to ensure services to various 

supportive organizations of cloud with 
security. We can get to associations and can 
change cloud benefits through an online 
control board or direct with the supplier. We 
can likewise consolidate or erase clients and 
change collecting structures and programming 
as required.

1.1.1 Integrity:

Access of business administration 
arrangements utilizing our advanced mobile 
phones, tablets, PCs, and office PCs is 
conceivable in such manner. We can use these 
devices wherever we are linked with a direct 
online access point. This adaptability is 
especially engaging for affiliations so that 
amidst business hours or off-times, workers 
can remain over contracts and clients whether 
they are out on the town or in the workplace.

1.1.2 Availability:

Availability of utilizing information regarding 
internal business administration and dealing 
with the software meantime from any place are 
also the provision given to the representatives 
through cloud.

1.1.3 Authentication:

Another useful administration is the 
adaptability of the cloud adaptable as well as 
versatility to suit our business needs. We can 
likewise rapidly and effectively include or 
expel clients, software highlights, and different 
assets.

1.1.4 Non-repudiation:

Retreating to the direct thought of the cloud, 
we pay for what we use. We and our cloud 
provider can measure limit levels, manage 
speed and the amount of customer records and 
we are charged reasonably [4].

2. Types of Cloud 

There are three basic types of cloud 
computing.

2.1 Public Cloud: It allows administrations 
and frameworks to be open to the overall 
population. Not with standing, open cloud 
might be less secure in view of its 
transparency.

2.2 Private Cloud: This cloud enables the 
administrations to get open inside an 
association. It is more secured on account of its 
private nature.
 
2.3 Hybrid Cloud: This type of cloud is a mix 
of open and private cloud in which the private 
cloud performs essential activities while other 
non-fundamental activities are performed by 
using public cloud [5].

Fig.1: Structure of cloud security and types

3. Cloud Computing-Architecture

The design includes numerous cloud parts in 
cloud computing, which are coupled together. 
Comprehensively we can separate the cloud 
design into two sections: Front End and Back 
End. Every end is associated through a system, 
generally Internet.

These services are broadly divided into three 
categories: 
1. IaaS (Infrastructure-as-a-Service) 
2. PaaS (Platform-as-a-Service) 
3. SaaS (Software-as-a-Service) 

Fig2: Three categories of cloud services

3.1 Infrastructure-As-A-Service (IAAS): 

It assigns virtual servers with specific IP's and 
storage capacity on request. Clients can pay for 
precisely the measure of administration they 
utilize, as for power or water; this 
administration is additionally known as utility 
computing.

3.2 Platform-As-A-Service (PAAS):

This service consists of the arrangement of 
developing tools and conceptual programming 
facilitated on the supplier's servers. Google 
Apps is a standout amongst the most well 
known Platform-as-a-Service suppliers. There 
is a possibility that some persons can provide 
equipment (as in IaaS) not withstanding a 
particular measure of programming, for 
instance, coordination into an average game 
plan of programming limits or databases as a 
foundation whereupon we can gather our 
application. Platform as a Service (PaaS) is 
application headway and association arrange 
passed on as a help of various specialists 
around the globe.

3.3 Software-As-A-Service (SAAS):

SaaS is considered as a broadest market 
expending energy of all. For this situation the 
supplier permits the client just to utilize its 
applications. The product cooperates with the 
client through a UI.

These applications can be anything from web 
based email, to applications like Twitter or 
Last.fm. It can occur in a situation that 
somebody can facilitate us with a set of 
software that we cannot take control of 
however pay for some component of usage by 
the client or some other sort of utilization 
premise. We don't need to do any 
improvement, yet we may need to come in and 
arrange the (exceptionally adaptable, 
configurable and at times customization) 
programming. In the meantime, nations don't 
have intensive framework security system. 
There is no strict execution of measures for 
arranging security organization; however, this 
is a basic approach behind the increase of 
framework security keeping in see the typical 
sorts of framework security perils [6].

4. Security in Cloud Computing

The cloud is the conveyance of on-request 
registering assets on a compensation for on 
request benefits. Henceforth, security is a 
noteworthy issue in distributed computing in 
light of the fact that everything is dealt with by 
an outsider. [10]

4.1 A. Security issues: 

Two levels of cloud computing security must 
be considered essential which is on the 
customer level and on provider level. The 
authority centre ought to guarantee that the 
server is particularly secured from several 
threats externally it may go over.

A cloud is great at whatever point great 
security is given by the specialist organization. 
The cloud specialist co-op for cloud guarantees 
that the customer does not go up against any 
issue, for instance, loss of data or data theft. At 
the point when a malevolent client gets to the 
cloud as a true blue client, security of the cloud 
is most likely in threat, therefore, tainting the 
whole cloud and it prompts influence 
numerous clients who are sharing the uncertain 
cloud. Three types of issues are raised while 
discussing the security of a cloud, these are:

1. Data issues
2. Secrecy issues 
3. Infected Application 

Data Issues: Delicate information in a cloud 
computing condition develops as a noteworthy 
issue in regard to security in a cloud based 
framework. With this at any point information 
is on the cloud allowing anyone from anyplace 
and whenever to get it. This happens in light of 
the fact that information might be normal, 
private and delicate information in a cloud. 
Accordingly, numerous cloud computing 
administration shopper and supplier gets to and 
adjusts the information. In this manner there is 
a need of a few information trustworthiness 
strategies in cloud computing. Besides, 
information taking is another significant worry 
in a cloud computing condition. Numerous 
cloud specialist co-ops don't give their own 
particular server rather they gain server from 
other specialist co-ops as it is financially savvy 
and adaptable for performing activities and for 
the cloud supplier. In this way, there exists a 
chance of that the information can be stolen 
from the outer server.

Information misfortune is also a third issue in 
cloud computing. On the off chance that the 
cloud computing specialist co-op close down 
his administrations because of some budgetary 

or lawful issue, at that point there will be lost 
information for the client. In addition, 
information can be lost or harm or undermined 
because of any startling incident like 
catastrophic event, and blast scrutinizing the 
availability of information to the clients. 

Fourthly, data region is one of the factors that 
moreover require focus in a distributed 
computing condition. It should be direct to 
customer. Vender does not disclose where 
entire data is secured.

Privacy Issues: Confidentiality is very 
important in cloud computing because 
everything is handled by a third party so 
service providers of cloud computing must 
ensure that a client's close to home data is all 
around secured from different suppliers, user 
and the customers.. A customer can scramble 
information put away on a cloud to guarantee 
protection, yet this isn't conceivable. A large 
portion of the cloud computing is as virtual 
machines where a customer calculation is 
executing. As the majority of the servers are 
outside, the cloud specialist co-op should 
ensure who is getting to the information and 
who is keeping up the server with the goal that 
it empowers the supplier to secure the client's 
close to home data [5].

Infected Application: Cloud computing 
authority centre should have complete access 
to the server with all rights to screen and 
support of server. This will shield any toxic 
customer from exchanging any polluted 
application onto the cloud, which will to a 
great degree impact the customer and 
appropriated processing organization.

5. B. Security Issue Solutions: 
Find Key Cloud Provider

Distinctive sellers have diverse cloud IT 

security and information administration so the 
principal thing is to discover the correct cloud 
supplier. A cloud seller ought to be settled, 
have involvement, measures and control.
Clear Contract: 

Recuperation Facilities are an unquestionable 
requirement for guaranteeing information 
security. Recuperation offices to be assigned to 
cloud merchants because though the 
information is misplaced there can be 
recuperated and coherence of information 
available immediately in certain cases. 

Clarity in contract with cloud merchant should 
exist so that if the cloud seller closes before 
contract, endeavour can guarantee.

5.1 Better Enterprise Infrastructure: 

Encouragement of equipment segments must 
be taken as a part of enterprise, for instance, 
switches, firewalls, programming and servers. 
This includes the working structure, clients 
and framework protecting against various 
cyber attacks. [8]

5.2 Use of Data Encryption for security 
purpose: 

Information Encryption gives information that 
is scrambled enough to the security designers, 
additional security from big business isn't 
required and all security loads rely on cloud 
merchant. IT pioneers must describe key 
security parts to know where the data 
encryption is required [9].

5.3 Data Flowchart Preparation: 

There ought to be a flowchart of information 
this will assist the IT administrators with 
understanding providing information for each 
circumstances, where it is being secured and 

where it is being shared [7].

6. Conclusion and Future Scope 

The area of cloud computing has this 
combination of major advancements that have 
been created consistently. It has a potential for 
holding assets to the endeavours however the 
security risk is also massive. Attempt to 
explore appropriated development is also a 
way to deal with cost reduction and 
productivity should truly separate the security 
risks. Data theft issues of dispersed systems 
should also be catered. The quality of 
information in organization is the ability to 
supervise more effectively from a joined point 
of view in cloud computing. Despite the fact 
that it can be seen as a marvel set to alter the 
way that Internet is utilized, there is much to be 
mindful about. The paper thus discusses the 
possible measures to deal with the security 
assaults on cloud and open doors for 
researchers to implement such ideas 
technically to enhance the security by all 
means.
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14900 individuals and one clinic bed for 1503 
people. This demonstrates a reasonable photo 
of our limitlessly denied well-being area. [14]

A substantial total of the financial backing is 
being spent on the therapeutic care and clinic 
cost in a situation where 33% of the populace, 
in Pakistan live beneath the destitution line and 
well-being offices remain broadly blocked off 
to the masses. Likewise, Pakistan has more 
than 98% out of the pocket well-being 
consumptions, where as more than 75% visits 
private Hospitals for human services. National 
general well-being consumption is $4 per 
capita while add up to use on well-being is $18 
per capita. This mirrors the immense share of 
private medicinal services burning through 
(75.6%). Social medical coverage covers just 
5% of the populace yet speaks to 40% of the 
elected and common government spending on 
well-being [14]. We have studied that patients 
die due to late arrival of doctors, due to faulty 
operation techniques and rude behavior of 
administration and due to lack of cooperation 
of hospital management.  48 Millions Has been 
allocated for the health care system for the year 
2017 including the National program on health 
by the Federal Government of Pakistan. As 
after 18th amendment health is now provincial 
issue and the provincial governments allocated 
budgets accordingly.

There is no mature online system available that 
can provide ease to the people suffered from 
deadly diseases. There is no online helpline 
available that can guide people from rural and 
urban areas to find right place for their medical 
treatment. It is possible only when we would 
have available online feedback management 
system that can rate public medical facilities 
according to their performances and feedbacks 
from the patient visitors. Many hospitals are 

using web portals these days. However, these 
hospitals do not have such portal which can 
rate the doctors and administration of public 
hospitals via some feedback mechanism. For 
this purpose, in this article, we have proposed a 
system that will rate public hospitals, doctors, 
and the hospital management through feedback 
system. This system would run a reputation 
algorithm that would based on a trust 
management system. This system, in turn, 
would be able to generate true ratings of all the 
hospitals that are included in our system. These 
ratings help people in choosing right hospital 
for their deadly disease. This kind of feedback 
system has not been implemented yet in any 
medical institution within Pakistan.

The rest of the Paper is divided as follows: 
Section 2 describes the previous work on this 
research. Section 3 explains the methodology 
that is adapted in this research. Section 4 
discussed the proposed solution that was 
developed during the research. Section 5 
shows the results of our work. Section 6 
concludes our work and future directions is 
given.

2. Related Work

 Researchers [1] have measured 
Patient’s expectations, perceptions and their 
experiences with health care system are the 
main determinants of patient’s satisfaction. 
These domains are interconnected. Three 
categories of patient expectation include 
background expectation, interaction 
expectations, and action expectations. These 
expectations are affected by patient 
characteristics i.e. age, sex; ethnicity etc. Older 
people have lower expectations thus likely to 
be more satisfied with health care. Gender was 
found to be an inconsistent predictor of patient 

1. Introduction

 Since late 90s and even today, 
academicians, web developers, solution 
architects involved in web development use 
the symbol of cloud to represent internet on 
board or on a paper. The most broadly utilized 
analogy for internet is cloud. Cloud computing 
is another and inventive innovation being 
utilized as a part of the present business 

situation. With cloud computing, customers 
don't need to make a huge amount of 
investment in managing the hardware 
requirements. Rather, they can make 
utilization of the exact sort and size of 
processing assets that will be required to help 
their new and splendid thoughts or to work any 
IT departmental errands. With cloud 
computing, we can access the same number of 
assets as we require, in a split second, and pay 
for what we utilize. In the inexorably common 
cloud computing, datacentres assume an 
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1. Introduction

 Health is wealth, is common and 
the most known phrase in the world. Health 
carries most marks when it comes grading the 
life. If we do not have good health we carry 
nothing but loss. Therefore, it is indeed the best 
thing one can have in shape of good life. Good 
health eventually contributes towards the 
progress of country as people with sound 
health mentally and physically will be 
productive and beneficial for the economy of 

country as man power contributes a lot. The 
explanation behind quick spread of epidemic 
diseases in Pakistan incorporate packed urban 
areas, dangerous drinking water, deficient 
sanitation, poor financial conditions, low 
well-being mindfulness and insufficient 
immunization scope. Just about 60 million 
individuals in this nation do not have 
admittance to essential well-being offices. In 
addition, 90 million individuals have no 
fundamental sanitation. There is one specialist 
for 1,837 individuals, one dental practitioner 
for 46,498 people. One essential tends to 
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satisfaction, females tend to be lesser satisfied. 
People from the low social class were found to 
be more satisfied. 

In the research [8] K-Nearest Neighbor 
algorithm was used which gives 1.7% better 
result than the other techniques used for this 
problem. Generally, Doctor Diagnosis patient 
through his tests, physical condition and 
patient’s history, the amount of information 
may be insufficient, contain uncertainty, 
information may be misleading. For better 
results, they apply machine learning 
techniques for better classification and they 
applied this to Wisconsin Madison breast 
cancer problem.

In study [2] it was discussed that the health 
care system in Pakistan beset with numerous 
problems- structural fragmentation, gender 
insensitivity, resource scarcity and lack of 
inaccessibility and inefficiency. The goal of 
Health System (HS) reforms is to improve the 
technical and allocative efficiency of health 
care system, enhance the quality of services 
and make system more equitable. It is the dire 
need to enhance the system, in order to, bring 
quality health in country. Structural problems 
of health care system also require attention. 
Under-utilization, lack of quality, and scarcity 
of human, financial and technical resources are 
persistent problems. In short, Pakistan is in a 
need of a far- changing health sector reforms.

In [3] it was discussed about how to improve 
trust of user in long-term archiving. Electronic 
health records (EHRs) is a good example of 
long-term stored data. Attackers may temper 
the data without being noticed. For this 
purpose, it is needed to be addressed as a 
public key infrastructure, which can be trusted 
worldwide. However, this may not be 

practically possible. In this article, a long-term 
evaluation of Trust (LoT) is introduced which 
is reputation based, which alleviate the 
required trust assumptions. In this system, each 
document is signed periodically after some 
time. This is renewal procedure. This renewal 
depends upon date and time. If the document is 
signed through trusted time-stamp authority, it 
will be updated periodically. If a person wants 
to check whether its document is saved so, 
he/she will be retrieved with updated 
document. 

In [4], [5], [6] and [10] the comparison of 
developed countries regarding health was 
carried out to show the reality that why 
Pakistan lack in healthcare system. China, 
Singapore, and USA improved a lot in 
healthcare system and facilitated their people. 
They have designed such systems to renovate 
the healthcare problems and letting the people 
know about diseases. These countries allocate 
a lot of budget of GDP to health. Bad 
governance, budget allocation, use of modern 
technology and usage of allocated budget 
properly is discussed in details. 

In [7] the challenge of Private healthcare 
system is discussed in detail and it was found 
that the level and quality of care remains 
questionable in healthcare system. The result is 
low usage of public services when factors i.e. 
trust, perceived quantity, access, cost etc. are 
found weak. Pakistan has established a room 
for private sector to furnish and it is operating 
to play weakness in health care delivery to the 
poor people. Private sector has demonstrated 
great deal of responsiveness, hence winning 
the trust of clients. Pakistan is challenging the 
poor performance of health care system. 
Investments of government remained low. 
1:1099 is doctor to patient ratio and 1:1647 is 

one bed to patient ratio in hospitals. The myth 
that the private health sector is an unimportant 
part in Pakistan has proven to be wrong. 
Private sector provides majority of the health 
care. It is undoubted fact that the major support 
to private sector is given by the government 
physicians practicing in the private arena.

In [8] it was discussed the comparisons of 
private and public hospitals. It was checked 
that public hospitals lack some fundamental 
facilities for the patients. Health sector of 
Pakistan is a mixed system of public, private, 
formal/non-formal and modern faith-based, all 
co-existing.  The health indicators of Pakistan 
show a high population growth rate, gradually 
declining infant and maternal mortality rates. 
These indicators are not even good to be 
compared with neighboring countries. Budget 
allocated is also very low as per the 
requirements. By 2013, the number of 
hospitals are 1096, Basic Health Units 5527, 
Rural health centers 650, 5310 dispensaries, 
167,759 doctors, 13,716 dentists, 86,183 
nurses. There are 1099 patients per doctor and 
13,411 patients for one dentist. On average 
1647 persons per bed.

In [15], an authentic model has been proposed 
using cloud and sensor based network for trust 
and reputation based. In [16], they have 
proposed intelligent fuzzy logic system in 
network for reputation based model. In [17], 
different trust based reputation algorithm are 
used. In [18], using mobile sensor network an 
intelligent data gathering and efficient routing 
algorithm is used. In [19], for online reputation 
they introduced new framework that is based 
on fuzzy logic. In [20],  sensing system 
introduced based on trust.

We need to make sure the quality and safety of 

services. Many private hospitals in developing 
countries have problems. But Private hospitals 
are not the ultimate solution to cater with 
health problems and also there is a grave 
problem of trust in Pakistan. There is no online 
system available that can gather feedback from 
community through automated way and 
disseminate information to the people. This 
information would help them finding right 
place for their medical care. 

3. Methodology

It is identified in the previous section that there 
exist a problem of trust regarding medical 
treatment. For this purpose, we have developed 
a reputation-based feedback system, in order 
to, facilitate people. In the first phase, we have 
conducted a survey from people related to 
different communities in the form of 
questionnaire. However, results of survey were 
too much surprising.  People used to prefer 
private hospitals over public hospitals even for 
major as well as for minor diseases. This is an 
alarming situation for country whose 
population is now more than 200 million. 

       We started our survey by incorporating 
google forms in our methodology. Google 
forms helps you to get people opinions in this 
busy world. So, we added four basic and 
comprehensive short questions for the survey 
and then we selected 500 most matured people 
around us and sent them the link of google 
forms. Based on their answers we have 
following .

In our first question, we asked people if they 
prefer private hospitals or public hospitals. 
More than 75% opted for private hospitals. The 
result is shown in Fig.01. 

Fig.01. Feedback of 1st Question

Therefore it is clear, that public hospitals do 
not have much capability to attract patients. 
This is due to lack of poor management and 
medical treatment.

In our second question, we had asked about the 
preference of public hospitals over private 
hospitals for the treatment of minor disease. 
The result has been shown in Fig.02. The result 
shows that more than 60% people prefer 
Private hospitals.

Fig.02. Feedback of 2nd Question

However, the results are even more surprising 
when we had asked either to prefer public 
hospitals over private hospitals for deadly 
diseases. Approximately 70% of surveyors do 
not willing to go to the public hospitals for the 
treatment of deadly diseases like Cancer, 
Hepatitis etc. The result has been shown in 
Fig.03. 

Fig.03. Feedback of 3rd Question

The last question was to rate the current 
healthcare standard in Pakistan from Highest 
(5) to the Lowest (1). 

Fig.04. Feedback of 4th Question

4. Proposed Solution

Keeping in view of the aforementioned 
feedbacks from our survey, we have developed 
a Reputation-based trust management system 
for improving public health care institutions in 
Pakistan. This is a web-based system that is 
user-friendly and can be accessible via our 
URL (www.rbhcs.net).

4.1. How this system will work?

This system carries a main feature of feedback. 
Feedback will enhance the capacity of system 
as it will get reviews of patients who are being 
checked up and are treated. Patients would be 
asked few questions when they visit a certain 
hospital for the treatment of deadly diseases 

like Ccancer, Hepatitis etc. In this system, the 
user will be given a form in which he/she has 
to give his/her particulars and answers to the 
questions asked in the form. Based on the 
results generated by these questions, an 
individual feedback is created. This feedback 
has a numerical value associated with it. 
Therefore, through this process, a unique 
feedback is generated which includes a 
particular hospital and a particular disease. The 
overall feedback from a number of patients 
helps in generating the hospital rating. Top 
rated hospital would be at the top of list for a 
particular disease. The system will be able to 
rate the diseases and will rate the doctors and 
hospital on the basis of their performance. 
Fig.04. shows our web-based reputation 
feedback system for health care.

Fig.05 Our Proposed Reputation-based 
feedback system

Fig.05 shows following features which 
includes Rating and Feedback tab. A person 
after getting treatment from the Hospital will 
give feedback on his/her treatment. On the 
basis of cumulative feedback from a number of 
patients visiting a certain hospital, ratings 
would be generated. 

5. RESULTS

If a person wants to get information of medical 

treatment for a particular disease, he or she will 
simply click on Disease tab and eventually get 
rating of hospital based on its performance. 
Fig.06 shows the Disease tab used by a person 
looking for treatment for a disease.

Fig.06 Disease Tab provides information 
about Hospitals

Let say, for example, a person is suffering from 
cancer and want to get information about 
well-reputed hospital treated cancer. Through 
clicking on the Disease tab, results of hospitals 
are shown on the basis of rating generated 
through feedback system. Fig.07 shows 
hospitals rating generated for Cancer disease 
treatment.

Fig.07. List of Hospitals according to ratings

The patient will be allowed to give his/her 
opinion about the doctors, staff and the 
hospital via this feedback form and rate the 
hospital and disease to tell the future patients 
whether they should come here or not? This 
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will increase a level of competition amongst 
the hospital and they will try to convince the 
patient by providing him/her the best of 
facilities they can.

 
Fig 08. Web-based Feedback Form

In Fig.08, a web-based feedback form has been 
created for our system. The Patient visiting 
hospital must fill this feedback form. Several 
questions can be asked from the patient. Some 
questions are generic, others may be specific to 
the disease.

In this way, the system will give opportunity to 
the patients to give their precious opinions and 
will let them help administration to improve 
the healthcare system. 

6. Conclusion & Future Work

Pakistan is an emerging state in the world and 
with the passage of time population of Pakistan 
is also increasing. Increase in population also 
increases the demand of healthcare system. 
This increasing demand of healthcare facilities 
has become a question when no praise worthy 
facilities is given to the people by the 
government which is responsible for it. In our 
research, we have developed an online health 
care system. This system actually works on 
reputation of hospitals that comes after the 
feedback from the community resulting in 
enhancement of trust of people. 
In the future, we will work on development of 

Android-based application that would help 
people finding right medical care center for 
their treatment. We will also improve our 
existing system by adding some new features 
like online doctor help, Doctor-Patient trust 
etc. Feedback system is used to maintain a 
record of hospitals, diseases and the 
administration to improve the standard of 
medical treatment when it comes to the phase 
of competition. There is a dire need to put 
proper check and balance in our healthcare 
system if at all we want to improve it. 
Feedback system will benefit us in doing so. 
This research will help a lot in bringing 
improvement in the health sector of Pakistan.
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essential role as the significant foundation of 
cloud suppliers, for example, Google, 
Microsoft Azure and Amazon. Data centres 
provide the utility of computing services to 
software service providers who further provide 
the application services to end users through 
Internet [1]. 

This service called Software as a Service 
(SaaS), and the former service has recently 
been called Infrastructure as a Service (IaaS). 
With a specific end goal to exploit figuring and 
capacity assets gave by cloud framework 
suppliers, information proprietors outsource an 
ever increasing number of information to the 
server farms through cloud specialist 
organizations, much the same as the online 
stockpiling specialist co-op, which are not 
completely trusted by information proprietors.  
As a general information structure to depict the 
connection between substances, the chart has 
been progressively used to demonstrate 
entangled structures and composition, for 
example, the individual interpersonal 
organization (the social diagram), the social 
information base, for the security of clients' 
protection; this critical information must be 
encoded before outsourcing it to the cloud, 
besides information should be shared among 
confided in accomplices to all associations. 
There has been a great deal of assaults on cloud 
computing and this paper talks about such 
assaults alongside its answers [2].

1.1 Cloud Information Security 
Services

The cloud computing comprises of the 
following information security services: 

Confidentiality:

A standard programming seller can be a 
resource person to ensure services to various 

supportive organizations of cloud with 
security. We can get to associations and can 
change cloud benefits through an online 
control board or direct with the supplier. We 
can likewise consolidate or erase clients and 
change collecting structures and programming 
as required.

1.1.1 Integrity:

Access of business administration 
arrangements utilizing our advanced mobile 
phones, tablets, PCs, and office PCs is 
conceivable in such manner. We can use these 
devices wherever we are linked with a direct 
online access point. This adaptability is 
especially engaging for affiliations so that 
amidst business hours or off-times, workers 
can remain over contracts and clients whether 
they are out on the town or in the workplace.

1.1.2 Availability:

Availability of utilizing information regarding 
internal business administration and dealing 
with the software meantime from any place are 
also the provision given to the representatives 
through cloud.

1.1.3 Authentication:

Another useful administration is the 
adaptability of the cloud adaptable as well as 
versatility to suit our business needs. We can 
likewise rapidly and effectively include or 
expel clients, software highlights, and different 
assets.

1.1.4 Non-repudiation:

Retreating to the direct thought of the cloud, 
we pay for what we use. We and our cloud 
provider can measure limit levels, manage 
speed and the amount of customer records and 
we are charged reasonably [4].

2. Types of Cloud 

There are three basic types of cloud 
computing.

2.1 Public Cloud: It allows administrations 
and frameworks to be open to the overall 
population. Not with standing, open cloud 
might be less secure in view of its 
transparency.

2.2 Private Cloud: This cloud enables the 
administrations to get open inside an 
association. It is more secured on account of its 
private nature.
 
2.3 Hybrid Cloud: This type of cloud is a mix 
of open and private cloud in which the private 
cloud performs essential activities while other 
non-fundamental activities are performed by 
using public cloud [5].

Fig.1: Structure of cloud security and types

3. Cloud Computing-Architecture

The design includes numerous cloud parts in 
cloud computing, which are coupled together. 
Comprehensively we can separate the cloud 
design into two sections: Front End and Back 
End. Every end is associated through a system, 
generally Internet.

These services are broadly divided into three 
categories: 
1. IaaS (Infrastructure-as-a-Service) 
2. PaaS (Platform-as-a-Service) 
3. SaaS (Software-as-a-Service) 

Fig2: Three categories of cloud services

3.1 Infrastructure-As-A-Service (IAAS): 

It assigns virtual servers with specific IP's and 
storage capacity on request. Clients can pay for 
precisely the measure of administration they 
utilize, as for power or water; this 
administration is additionally known as utility 
computing.

3.2 Platform-As-A-Service (PAAS):

This service consists of the arrangement of 
developing tools and conceptual programming 
facilitated on the supplier's servers. Google 
Apps is a standout amongst the most well 
known Platform-as-a-Service suppliers. There 
is a possibility that some persons can provide 
equipment (as in IaaS) not withstanding a 
particular measure of programming, for 
instance, coordination into an average game 
plan of programming limits or databases as a 
foundation whereupon we can gather our 
application. Platform as a Service (PaaS) is 
application headway and association arrange 
passed on as a help of various specialists 
around the globe.

3.3 Software-As-A-Service (SAAS):

SaaS is considered as a broadest market 
expending energy of all. For this situation the 
supplier permits the client just to utilize its 
applications. The product cooperates with the 
client through a UI.

These applications can be anything from web 
based email, to applications like Twitter or 
Last.fm. It can occur in a situation that 
somebody can facilitate us with a set of 
software that we cannot take control of 
however pay for some component of usage by 
the client or some other sort of utilization 
premise. We don't need to do any 
improvement, yet we may need to come in and 
arrange the (exceptionally adaptable, 
configurable and at times customization) 
programming. In the meantime, nations don't 
have intensive framework security system. 
There is no strict execution of measures for 
arranging security organization; however, this 
is a basic approach behind the increase of 
framework security keeping in see the typical 
sorts of framework security perils [6].

4. Security in Cloud Computing

The cloud is the conveyance of on-request 
registering assets on a compensation for on 
request benefits. Henceforth, security is a 
noteworthy issue in distributed computing in 
light of the fact that everything is dealt with by 
an outsider. [10]

4.1 A. Security issues: 

Two levels of cloud computing security must 
be considered essential which is on the 
customer level and on provider level. The 
authority centre ought to guarantee that the 
server is particularly secured from several 
threats externally it may go over.

A cloud is great at whatever point great 
security is given by the specialist organization. 
The cloud specialist co-op for cloud guarantees 
that the customer does not go up against any 
issue, for instance, loss of data or data theft. At 
the point when a malevolent client gets to the 
cloud as a true blue client, security of the cloud 
is most likely in threat, therefore, tainting the 
whole cloud and it prompts influence 
numerous clients who are sharing the uncertain 
cloud. Three types of issues are raised while 
discussing the security of a cloud, these are:

1. Data issues
2. Secrecy issues 
3. Infected Application 

Data Issues: Delicate information in a cloud 
computing condition develops as a noteworthy 
issue in regard to security in a cloud based 
framework. With this at any point information 
is on the cloud allowing anyone from anyplace 
and whenever to get it. This happens in light of 
the fact that information might be normal, 
private and delicate information in a cloud. 
Accordingly, numerous cloud computing 
administration shopper and supplier gets to and 
adjusts the information. In this manner there is 
a need of a few information trustworthiness 
strategies in cloud computing. Besides, 
information taking is another significant worry 
in a cloud computing condition. Numerous 
cloud specialist co-ops don't give their own 
particular server rather they gain server from 
other specialist co-ops as it is financially savvy 
and adaptable for performing activities and for 
the cloud supplier. In this way, there exists a 
chance of that the information can be stolen 
from the outer server.

Information misfortune is also a third issue in 
cloud computing. On the off chance that the 
cloud computing specialist co-op close down 
his administrations because of some budgetary 

or lawful issue, at that point there will be lost 
information for the client. In addition, 
information can be lost or harm or undermined 
because of any startling incident like 
catastrophic event, and blast scrutinizing the 
availability of information to the clients. 

Fourthly, data region is one of the factors that 
moreover require focus in a distributed 
computing condition. It should be direct to 
customer. Vender does not disclose where 
entire data is secured.

Privacy Issues: Confidentiality is very 
important in cloud computing because 
everything is handled by a third party so 
service providers of cloud computing must 
ensure that a client's close to home data is all 
around secured from different suppliers, user 
and the customers.. A customer can scramble 
information put away on a cloud to guarantee 
protection, yet this isn't conceivable. A large 
portion of the cloud computing is as virtual 
machines where a customer calculation is 
executing. As the majority of the servers are 
outside, the cloud specialist co-op should 
ensure who is getting to the information and 
who is keeping up the server with the goal that 
it empowers the supplier to secure the client's 
close to home data [5].

Infected Application: Cloud computing 
authority centre should have complete access 
to the server with all rights to screen and 
support of server. This will shield any toxic 
customer from exchanging any polluted 
application onto the cloud, which will to a 
great degree impact the customer and 
appropriated processing organization.

5. B. Security Issue Solutions: 
Find Key Cloud Provider

Distinctive sellers have diverse cloud IT 

security and information administration so the 
principal thing is to discover the correct cloud 
supplier. A cloud seller ought to be settled, 
have involvement, measures and control.
Clear Contract: 

Recuperation Facilities are an unquestionable 
requirement for guaranteeing information 
security. Recuperation offices to be assigned to 
cloud merchants because though the 
information is misplaced there can be 
recuperated and coherence of information 
available immediately in certain cases. 

Clarity in contract with cloud merchant should 
exist so that if the cloud seller closes before 
contract, endeavour can guarantee.

5.1 Better Enterprise Infrastructure: 

Encouragement of equipment segments must 
be taken as a part of enterprise, for instance, 
switches, firewalls, programming and servers. 
This includes the working structure, clients 
and framework protecting against various 
cyber attacks. [8]

5.2 Use of Data Encryption for security 
purpose: 

Information Encryption gives information that 
is scrambled enough to the security designers, 
additional security from big business isn't 
required and all security loads rely on cloud 
merchant. IT pioneers must describe key 
security parts to know where the data 
encryption is required [9].

5.3 Data Flowchart Preparation: 

There ought to be a flowchart of information 
this will assist the IT administrators with 
understanding providing information for each 
circumstances, where it is being secured and 

where it is being shared [7].

6. Conclusion and Future Scope 

The area of cloud computing has this 
combination of major advancements that have 
been created consistently. It has a potential for 
holding assets to the endeavours however the 
security risk is also massive. Attempt to 
explore appropriated development is also a 
way to deal with cost reduction and 
productivity should truly separate the security 
risks. Data theft issues of dispersed systems 
should also be catered. The quality of 
information in organization is the ability to 
supervise more effectively from a joined point 
of view in cloud computing. Despite the fact 
that it can be seen as a marvel set to alter the 
way that Internet is utilized, there is much to be 
mindful about. The paper thus discusses the 
possible measures to deal with the security 
assaults on cloud and open doors for 
researchers to implement such ideas 
technically to enhance the security by all 
means.
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14900 individuals and one clinic bed for 1503 
people. This demonstrates a reasonable photo 
of our limitlessly denied well-being area. [14]

A substantial total of the financial backing is 
being spent on the therapeutic care and clinic 
cost in a situation where 33% of the populace, 
in Pakistan live beneath the destitution line and 
well-being offices remain broadly blocked off 
to the masses. Likewise, Pakistan has more 
than 98% out of the pocket well-being 
consumptions, where as more than 75% visits 
private Hospitals for human services. National 
general well-being consumption is $4 per 
capita while add up to use on well-being is $18 
per capita. This mirrors the immense share of 
private medicinal services burning through 
(75.6%). Social medical coverage covers just 
5% of the populace yet speaks to 40% of the 
elected and common government spending on 
well-being [14]. We have studied that patients 
die due to late arrival of doctors, due to faulty 
operation techniques and rude behavior of 
administration and due to lack of cooperation 
of hospital management.  48 Millions Has been 
allocated for the health care system for the year 
2017 including the National program on health 
by the Federal Government of Pakistan. As 
after 18th amendment health is now provincial 
issue and the provincial governments allocated 
budgets accordingly.

There is no mature online system available that 
can provide ease to the people suffered from 
deadly diseases. There is no online helpline 
available that can guide people from rural and 
urban areas to find right place for their medical 
treatment. It is possible only when we would 
have available online feedback management 
system that can rate public medical facilities 
according to their performances and feedbacks 
from the patient visitors. Many hospitals are 

using web portals these days. However, these 
hospitals do not have such portal which can 
rate the doctors and administration of public 
hospitals via some feedback mechanism. For 
this purpose, in this article, we have proposed a 
system that will rate public hospitals, doctors, 
and the hospital management through feedback 
system. This system would run a reputation 
algorithm that would based on a trust 
management system. This system, in turn, 
would be able to generate true ratings of all the 
hospitals that are included in our system. These 
ratings help people in choosing right hospital 
for their deadly disease. This kind of feedback 
system has not been implemented yet in any 
medical institution within Pakistan.

The rest of the Paper is divided as follows: 
Section 2 describes the previous work on this 
research. Section 3 explains the methodology 
that is adapted in this research. Section 4 
discussed the proposed solution that was 
developed during the research. Section 5 
shows the results of our work. Section 6 
concludes our work and future directions is 
given.

2. Related Work

 Researchers [1] have measured 
Patient’s expectations, perceptions and their 
experiences with health care system are the 
main determinants of patient’s satisfaction. 
These domains are interconnected. Three 
categories of patient expectation include 
background expectation, interaction 
expectations, and action expectations. These 
expectations are affected by patient 
characteristics i.e. age, sex; ethnicity etc. Older 
people have lower expectations thus likely to 
be more satisfied with health care. Gender was 
found to be an inconsistent predictor of patient 
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1. Introduction

 Since late 90s and even today, 
academicians, web developers, solution 
architects involved in web development use 
the symbol of cloud to represent internet on 
board or on a paper. The most broadly utilized 
analogy for internet is cloud. Cloud computing 
is another and inventive innovation being 
utilized as a part of the present business 

situation. With cloud computing, customers 
don't need to make a huge amount of 
investment in managing the hardware 
requirements. Rather, they can make 
utilization of the exact sort and size of 
processing assets that will be required to help 
their new and splendid thoughts or to work any 
IT departmental errands. With cloud 
computing, we can access the same number of 
assets as we require, in a split second, and pay 
for what we utilize. In the inexorably common 
cloud computing, datacentres assume an 

1. Introduction

 Health is wealth, is common and 
the most known phrase in the world. Health 
carries most marks when it comes grading the 
life. If we do not have good health we carry 
nothing but loss. Therefore, it is indeed the best 
thing one can have in shape of good life. Good 
health eventually contributes towards the 
progress of country as people with sound 
health mentally and physically will be 
productive and beneficial for the economy of 

country as man power contributes a lot. The 
explanation behind quick spread of epidemic 
diseases in Pakistan incorporate packed urban 
areas, dangerous drinking water, deficient 
sanitation, poor financial conditions, low 
well-being mindfulness and insufficient 
immunization scope. Just about 60 million 
individuals in this nation do not have 
admittance to essential well-being offices. In 
addition, 90 million individuals have no 
fundamental sanitation. There is one specialist 
for 1,837 individuals, one dental practitioner 
for 46,498 people. One essential tends to 

satisfaction, females tend to be lesser satisfied. 
People from the low social class were found to 
be more satisfied. 

In the research [8] K-Nearest Neighbor 
algorithm was used which gives 1.7% better 
result than the other techniques used for this 
problem. Generally, Doctor Diagnosis patient 
through his tests, physical condition and 
patient’s history, the amount of information 
may be insufficient, contain uncertainty, 
information may be misleading. For better 
results, they apply machine learning 
techniques for better classification and they 
applied this to Wisconsin Madison breast 
cancer problem.

In study [2] it was discussed that the health 
care system in Pakistan beset with numerous 
problems- structural fragmentation, gender 
insensitivity, resource scarcity and lack of 
inaccessibility and inefficiency. The goal of 
Health System (HS) reforms is to improve the 
technical and allocative efficiency of health 
care system, enhance the quality of services 
and make system more equitable. It is the dire 
need to enhance the system, in order to, bring 
quality health in country. Structural problems 
of health care system also require attention. 
Under-utilization, lack of quality, and scarcity 
of human, financial and technical resources are 
persistent problems. In short, Pakistan is in a 
need of a far- changing health sector reforms.

In [3] it was discussed about how to improve 
trust of user in long-term archiving. Electronic 
health records (EHRs) is a good example of 
long-term stored data. Attackers may temper 
the data without being noticed. For this 
purpose, it is needed to be addressed as a 
public key infrastructure, which can be trusted 
worldwide. However, this may not be 

practically possible. In this article, a long-term 
evaluation of Trust (LoT) is introduced which 
is reputation based, which alleviate the 
required trust assumptions. In this system, each 
document is signed periodically after some 
time. This is renewal procedure. This renewal 
depends upon date and time. If the document is 
signed through trusted time-stamp authority, it 
will be updated periodically. If a person wants 
to check whether its document is saved so, 
he/she will be retrieved with updated 
document. 

In [4], [5], [6] and [10] the comparison of 
developed countries regarding health was 
carried out to show the reality that why 
Pakistan lack in healthcare system. China, 
Singapore, and USA improved a lot in 
healthcare system and facilitated their people. 
They have designed such systems to renovate 
the healthcare problems and letting the people 
know about diseases. These countries allocate 
a lot of budget of GDP to health. Bad 
governance, budget allocation, use of modern 
technology and usage of allocated budget 
properly is discussed in details. 

In [7] the challenge of Private healthcare 
system is discussed in detail and it was found 
that the level and quality of care remains 
questionable in healthcare system. The result is 
low usage of public services when factors i.e. 
trust, perceived quantity, access, cost etc. are 
found weak. Pakistan has established a room 
for private sector to furnish and it is operating 
to play weakness in health care delivery to the 
poor people. Private sector has demonstrated 
great deal of responsiveness, hence winning 
the trust of clients. Pakistan is challenging the 
poor performance of health care system. 
Investments of government remained low. 
1:1099 is doctor to patient ratio and 1:1647 is 

one bed to patient ratio in hospitals. The myth 
that the private health sector is an unimportant 
part in Pakistan has proven to be wrong. 
Private sector provides majority of the health 
care. It is undoubted fact that the major support 
to private sector is given by the government 
physicians practicing in the private arena.

In [8] it was discussed the comparisons of 
private and public hospitals. It was checked 
that public hospitals lack some fundamental 
facilities for the patients. Health sector of 
Pakistan is a mixed system of public, private, 
formal/non-formal and modern faith-based, all 
co-existing.  The health indicators of Pakistan 
show a high population growth rate, gradually 
declining infant and maternal mortality rates. 
These indicators are not even good to be 
compared with neighboring countries. Budget 
allocated is also very low as per the 
requirements. By 2013, the number of 
hospitals are 1096, Basic Health Units 5527, 
Rural health centers 650, 5310 dispensaries, 
167,759 doctors, 13,716 dentists, 86,183 
nurses. There are 1099 patients per doctor and 
13,411 patients for one dentist. On average 
1647 persons per bed.

In [15], an authentic model has been proposed 
using cloud and sensor based network for trust 
and reputation based. In [16], they have 
proposed intelligent fuzzy logic system in 
network for reputation based model. In [17], 
different trust based reputation algorithm are 
used. In [18], using mobile sensor network an 
intelligent data gathering and efficient routing 
algorithm is used. In [19], for online reputation 
they introduced new framework that is based 
on fuzzy logic. In [20],  sensing system 
introduced based on trust.

We need to make sure the quality and safety of 

services. Many private hospitals in developing 
countries have problems. But Private hospitals 
are not the ultimate solution to cater with 
health problems and also there is a grave 
problem of trust in Pakistan. There is no online 
system available that can gather feedback from 
community through automated way and 
disseminate information to the people. This 
information would help them finding right 
place for their medical care. 

3. Methodology

It is identified in the previous section that there 
exist a problem of trust regarding medical 
treatment. For this purpose, we have developed 
a reputation-based feedback system, in order 
to, facilitate people. In the first phase, we have 
conducted a survey from people related to 
different communities in the form of 
questionnaire. However, results of survey were 
too much surprising.  People used to prefer 
private hospitals over public hospitals even for 
major as well as for minor diseases. This is an 
alarming situation for country whose 
population is now more than 200 million. 

       We started our survey by incorporating 
google forms in our methodology. Google 
forms helps you to get people opinions in this 
busy world. So, we added four basic and 
comprehensive short questions for the survey 
and then we selected 500 most matured people 
around us and sent them the link of google 
forms. Based on their answers we have 
following .

In our first question, we asked people if they 
prefer private hospitals or public hospitals. 
More than 75% opted for private hospitals. The 
result is shown in Fig.01. 

Fig.01. Feedback of 1st Question

Therefore it is clear, that public hospitals do 
not have much capability to attract patients. 
This is due to lack of poor management and 
medical treatment.

In our second question, we had asked about the 
preference of public hospitals over private 
hospitals for the treatment of minor disease. 
The result has been shown in Fig.02. The result 
shows that more than 60% people prefer 
Private hospitals.

Fig.02. Feedback of 2nd Question

However, the results are even more surprising 
when we had asked either to prefer public 
hospitals over private hospitals for deadly 
diseases. Approximately 70% of surveyors do 
not willing to go to the public hospitals for the 
treatment of deadly diseases like Cancer, 
Hepatitis etc. The result has been shown in 
Fig.03. 

Fig.03. Feedback of 3rd Question

The last question was to rate the current 
healthcare standard in Pakistan from Highest 
(5) to the Lowest (1). 

Fig.04. Feedback of 4th Question

4. Proposed Solution

Keeping in view of the aforementioned 
feedbacks from our survey, we have developed 
a Reputation-based trust management system 
for improving public health care institutions in 
Pakistan. This is a web-based system that is 
user-friendly and can be accessible via our 
URL (www.rbhcs.net).

4.1. How this system will work?

This system carries a main feature of feedback. 
Feedback will enhance the capacity of system 
as it will get reviews of patients who are being 
checked up and are treated. Patients would be 
asked few questions when they visit a certain 
hospital for the treatment of deadly diseases 

like Ccancer, Hepatitis etc. In this system, the 
user will be given a form in which he/she has 
to give his/her particulars and answers to the 
questions asked in the form. Based on the 
results generated by these questions, an 
individual feedback is created. This feedback 
has a numerical value associated with it. 
Therefore, through this process, a unique 
feedback is generated which includes a 
particular hospital and a particular disease. The 
overall feedback from a number of patients 
helps in generating the hospital rating. Top 
rated hospital would be at the top of list for a 
particular disease. The system will be able to 
rate the diseases and will rate the doctors and 
hospital on the basis of their performance. 
Fig.04. shows our web-based reputation 
feedback system for health care.

Fig.05 Our Proposed Reputation-based 
feedback system

Fig.05 shows following features which 
includes Rating and Feedback tab. A person 
after getting treatment from the Hospital will 
give feedback on his/her treatment. On the 
basis of cumulative feedback from a number of 
patients visiting a certain hospital, ratings 
would be generated. 

5. RESULTS

If a person wants to get information of medical 

treatment for a particular disease, he or she will 
simply click on Disease tab and eventually get 
rating of hospital based on its performance. 
Fig.06 shows the Disease tab used by a person 
looking for treatment for a disease.

Fig.06 Disease Tab provides information 
about Hospitals

Let say, for example, a person is suffering from 
cancer and want to get information about 
well-reputed hospital treated cancer. Through 
clicking on the Disease tab, results of hospitals 
are shown on the basis of rating generated 
through feedback system. Fig.07 shows 
hospitals rating generated for Cancer disease 
treatment.

Fig.07. List of Hospitals according to ratings

The patient will be allowed to give his/her 
opinion about the doctors, staff and the 
hospital via this feedback form and rate the 
hospital and disease to tell the future patients 
whether they should come here or not? This 
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will increase a level of competition amongst 
the hospital and they will try to convince the 
patient by providing him/her the best of 
facilities they can.

 
Fig 08. Web-based Feedback Form

In Fig.08, a web-based feedback form has been 
created for our system. The Patient visiting 
hospital must fill this feedback form. Several 
questions can be asked from the patient. Some 
questions are generic, others may be specific to 
the disease.

In this way, the system will give opportunity to 
the patients to give their precious opinions and 
will let them help administration to improve 
the healthcare system. 

6. Conclusion & Future Work

Pakistan is an emerging state in the world and 
with the passage of time population of Pakistan 
is also increasing. Increase in population also 
increases the demand of healthcare system. 
This increasing demand of healthcare facilities 
has become a question when no praise worthy 
facilities is given to the people by the 
government which is responsible for it. In our 
research, we have developed an online health 
care system. This system actually works on 
reputation of hospitals that comes after the 
feedback from the community resulting in 
enhancement of trust of people. 
In the future, we will work on development of 

Android-based application that would help 
people finding right medical care center for 
their treatment. We will also improve our 
existing system by adding some new features 
like online doctor help, Doctor-Patient trust 
etc. Feedback system is used to maintain a 
record of hospitals, diseases and the 
administration to improve the standard of 
medical treatment when it comes to the phase 
of competition. There is a dire need to put 
proper check and balance in our healthcare 
system if at all we want to improve it. 
Feedback system will benefit us in doing so. 
This research will help a lot in bringing 
improvement in the health sector of Pakistan.
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essential role as the significant foundation of 
cloud suppliers, for example, Google, 
Microsoft Azure and Amazon. Data centres 
provide the utility of computing services to 
software service providers who further provide 
the application services to end users through 
Internet [1]. 

This service called Software as a Service 
(SaaS), and the former service has recently 
been called Infrastructure as a Service (IaaS). 
With a specific end goal to exploit figuring and 
capacity assets gave by cloud framework 
suppliers, information proprietors outsource an 
ever increasing number of information to the 
server farms through cloud specialist 
organizations, much the same as the online 
stockpiling specialist co-op, which are not 
completely trusted by information proprietors.  
As a general information structure to depict the 
connection between substances, the chart has 
been progressively used to demonstrate 
entangled structures and composition, for 
example, the individual interpersonal 
organization (the social diagram), the social 
information base, for the security of clients' 
protection; this critical information must be 
encoded before outsourcing it to the cloud, 
besides information should be shared among 
confided in accomplices to all associations. 
There has been a great deal of assaults on cloud 
computing and this paper talks about such 
assaults alongside its answers [2].

1.1 Cloud Information Security 
Services

The cloud computing comprises of the 
following information security services: 

Confidentiality:

A standard programming seller can be a 
resource person to ensure services to various 

supportive organizations of cloud with 
security. We can get to associations and can 
change cloud benefits through an online 
control board or direct with the supplier. We 
can likewise consolidate or erase clients and 
change collecting structures and programming 
as required.

1.1.1 Integrity:

Access of business administration 
arrangements utilizing our advanced mobile 
phones, tablets, PCs, and office PCs is 
conceivable in such manner. We can use these 
devices wherever we are linked with a direct 
online access point. This adaptability is 
especially engaging for affiliations so that 
amidst business hours or off-times, workers 
can remain over contracts and clients whether 
they are out on the town or in the workplace.

1.1.2 Availability:

Availability of utilizing information regarding 
internal business administration and dealing 
with the software meantime from any place are 
also the provision given to the representatives 
through cloud.

1.1.3 Authentication:

Another useful administration is the 
adaptability of the cloud adaptable as well as 
versatility to suit our business needs. We can 
likewise rapidly and effectively include or 
expel clients, software highlights, and different 
assets.

1.1.4 Non-repudiation:

Retreating to the direct thought of the cloud, 
we pay for what we use. We and our cloud 
provider can measure limit levels, manage 
speed and the amount of customer records and 
we are charged reasonably [4].

2. Types of Cloud 

There are three basic types of cloud 
computing.

2.1 Public Cloud: It allows administrations 
and frameworks to be open to the overall 
population. Not with standing, open cloud 
might be less secure in view of its 
transparency.

2.2 Private Cloud: This cloud enables the 
administrations to get open inside an 
association. It is more secured on account of its 
private nature.
 
2.3 Hybrid Cloud: This type of cloud is a mix 
of open and private cloud in which the private 
cloud performs essential activities while other 
non-fundamental activities are performed by 
using public cloud [5].

Fig.1: Structure of cloud security and types

3. Cloud Computing-Architecture

The design includes numerous cloud parts in 
cloud computing, which are coupled together. 
Comprehensively we can separate the cloud 
design into two sections: Front End and Back 
End. Every end is associated through a system, 
generally Internet.

These services are broadly divided into three 
categories: 
1. IaaS (Infrastructure-as-a-Service) 
2. PaaS (Platform-as-a-Service) 
3. SaaS (Software-as-a-Service) 

Fig2: Three categories of cloud services

3.1 Infrastructure-As-A-Service (IAAS): 

It assigns virtual servers with specific IP's and 
storage capacity on request. Clients can pay for 
precisely the measure of administration they 
utilize, as for power or water; this 
administration is additionally known as utility 
computing.

3.2 Platform-As-A-Service (PAAS):

This service consists of the arrangement of 
developing tools and conceptual programming 
facilitated on the supplier's servers. Google 
Apps is a standout amongst the most well 
known Platform-as-a-Service suppliers. There 
is a possibility that some persons can provide 
equipment (as in IaaS) not withstanding a 
particular measure of programming, for 
instance, coordination into an average game 
plan of programming limits or databases as a 
foundation whereupon we can gather our 
application. Platform as a Service (PaaS) is 
application headway and association arrange 
passed on as a help of various specialists 
around the globe.

3.3 Software-As-A-Service (SAAS):

SaaS is considered as a broadest market 
expending energy of all. For this situation the 
supplier permits the client just to utilize its 
applications. The product cooperates with the 
client through a UI.

These applications can be anything from web 
based email, to applications like Twitter or 
Last.fm. It can occur in a situation that 
somebody can facilitate us with a set of 
software that we cannot take control of 
however pay for some component of usage by 
the client or some other sort of utilization 
premise. We don't need to do any 
improvement, yet we may need to come in and 
arrange the (exceptionally adaptable, 
configurable and at times customization) 
programming. In the meantime, nations don't 
have intensive framework security system. 
There is no strict execution of measures for 
arranging security organization; however, this 
is a basic approach behind the increase of 
framework security keeping in see the typical 
sorts of framework security perils [6].

4. Security in Cloud Computing

The cloud is the conveyance of on-request 
registering assets on a compensation for on 
request benefits. Henceforth, security is a 
noteworthy issue in distributed computing in 
light of the fact that everything is dealt with by 
an outsider. [10]

4.1 A. Security issues: 

Two levels of cloud computing security must 
be considered essential which is on the 
customer level and on provider level. The 
authority centre ought to guarantee that the 
server is particularly secured from several 
threats externally it may go over.

A cloud is great at whatever point great 
security is given by the specialist organization. 
The cloud specialist co-op for cloud guarantees 
that the customer does not go up against any 
issue, for instance, loss of data or data theft. At 
the point when a malevolent client gets to the 
cloud as a true blue client, security of the cloud 
is most likely in threat, therefore, tainting the 
whole cloud and it prompts influence 
numerous clients who are sharing the uncertain 
cloud. Three types of issues are raised while 
discussing the security of a cloud, these are:

1. Data issues
2. Secrecy issues 
3. Infected Application 

Data Issues: Delicate information in a cloud 
computing condition develops as a noteworthy 
issue in regard to security in a cloud based 
framework. With this at any point information 
is on the cloud allowing anyone from anyplace 
and whenever to get it. This happens in light of 
the fact that information might be normal, 
private and delicate information in a cloud. 
Accordingly, numerous cloud computing 
administration shopper and supplier gets to and 
adjusts the information. In this manner there is 
a need of a few information trustworthiness 
strategies in cloud computing. Besides, 
information taking is another significant worry 
in a cloud computing condition. Numerous 
cloud specialist co-ops don't give their own 
particular server rather they gain server from 
other specialist co-ops as it is financially savvy 
and adaptable for performing activities and for 
the cloud supplier. In this way, there exists a 
chance of that the information can be stolen 
from the outer server.

Information misfortune is also a third issue in 
cloud computing. On the off chance that the 
cloud computing specialist co-op close down 
his administrations because of some budgetary 

or lawful issue, at that point there will be lost 
information for the client. In addition, 
information can be lost or harm or undermined 
because of any startling incident like 
catastrophic event, and blast scrutinizing the 
availability of information to the clients. 

Fourthly, data region is one of the factors that 
moreover require focus in a distributed 
computing condition. It should be direct to 
customer. Vender does not disclose where 
entire data is secured.

Privacy Issues: Confidentiality is very 
important in cloud computing because 
everything is handled by a third party so 
service providers of cloud computing must 
ensure that a client's close to home data is all 
around secured from different suppliers, user 
and the customers.. A customer can scramble 
information put away on a cloud to guarantee 
protection, yet this isn't conceivable. A large 
portion of the cloud computing is as virtual 
machines where a customer calculation is 
executing. As the majority of the servers are 
outside, the cloud specialist co-op should 
ensure who is getting to the information and 
who is keeping up the server with the goal that 
it empowers the supplier to secure the client's 
close to home data [5].

Infected Application: Cloud computing 
authority centre should have complete access 
to the server with all rights to screen and 
support of server. This will shield any toxic 
customer from exchanging any polluted 
application onto the cloud, which will to a 
great degree impact the customer and 
appropriated processing organization.

5. B. Security Issue Solutions: 
Find Key Cloud Provider

Distinctive sellers have diverse cloud IT 

security and information administration so the 
principal thing is to discover the correct cloud 
supplier. A cloud seller ought to be settled, 
have involvement, measures and control.
Clear Contract: 

Recuperation Facilities are an unquestionable 
requirement for guaranteeing information 
security. Recuperation offices to be assigned to 
cloud merchants because though the 
information is misplaced there can be 
recuperated and coherence of information 
available immediately in certain cases. 

Clarity in contract with cloud merchant should 
exist so that if the cloud seller closes before 
contract, endeavour can guarantee.

5.1 Better Enterprise Infrastructure: 

Encouragement of equipment segments must 
be taken as a part of enterprise, for instance, 
switches, firewalls, programming and servers. 
This includes the working structure, clients 
and framework protecting against various 
cyber attacks. [8]

5.2 Use of Data Encryption for security 
purpose: 

Information Encryption gives information that 
is scrambled enough to the security designers, 
additional security from big business isn't 
required and all security loads rely on cloud 
merchant. IT pioneers must describe key 
security parts to know where the data 
encryption is required [9].

5.3 Data Flowchart Preparation: 

There ought to be a flowchart of information 
this will assist the IT administrators with 
understanding providing information for each 
circumstances, where it is being secured and 

where it is being shared [7].

6. Conclusion and Future Scope 

The area of cloud computing has this 
combination of major advancements that have 
been created consistently. It has a potential for 
holding assets to the endeavours however the 
security risk is also massive. Attempt to 
explore appropriated development is also a 
way to deal with cost reduction and 
productivity should truly separate the security 
risks. Data theft issues of dispersed systems 
should also be catered. The quality of 
information in organization is the ability to 
supervise more effectively from a joined point 
of view in cloud computing. Despite the fact 
that it can be seen as a marvel set to alter the 
way that Internet is utilized, there is much to be 
mindful about. The paper thus discusses the 
possible measures to deal with the security 
assaults on cloud and open doors for 
researchers to implement such ideas 
technically to enhance the security by all 
means.
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14900 individuals and one clinic bed for 1503 
people. This demonstrates a reasonable photo 
of our limitlessly denied well-being area. [14]

A substantial total of the financial backing is 
being spent on the therapeutic care and clinic 
cost in a situation where 33% of the populace, 
in Pakistan live beneath the destitution line and 
well-being offices remain broadly blocked off 
to the masses. Likewise, Pakistan has more 
than 98% out of the pocket well-being 
consumptions, where as more than 75% visits 
private Hospitals for human services. National 
general well-being consumption is $4 per 
capita while add up to use on well-being is $18 
per capita. This mirrors the immense share of 
private medicinal services burning through 
(75.6%). Social medical coverage covers just 
5% of the populace yet speaks to 40% of the 
elected and common government spending on 
well-being [14]. We have studied that patients 
die due to late arrival of doctors, due to faulty 
operation techniques and rude behavior of 
administration and due to lack of cooperation 
of hospital management.  48 Millions Has been 
allocated for the health care system for the year 
2017 including the National program on health 
by the Federal Government of Pakistan. As 
after 18th amendment health is now provincial 
issue and the provincial governments allocated 
budgets accordingly.

There is no mature online system available that 
can provide ease to the people suffered from 
deadly diseases. There is no online helpline 
available that can guide people from rural and 
urban areas to find right place for their medical 
treatment. It is possible only when we would 
have available online feedback management 
system that can rate public medical facilities 
according to their performances and feedbacks 
from the patient visitors. Many hospitals are 

using web portals these days. However, these 
hospitals do not have such portal which can 
rate the doctors and administration of public 
hospitals via some feedback mechanism. For 
this purpose, in this article, we have proposed a 
system that will rate public hospitals, doctors, 
and the hospital management through feedback 
system. This system would run a reputation 
algorithm that would based on a trust 
management system. This system, in turn, 
would be able to generate true ratings of all the 
hospitals that are included in our system. These 
ratings help people in choosing right hospital 
for their deadly disease. This kind of feedback 
system has not been implemented yet in any 
medical institution within Pakistan.

The rest of the Paper is divided as follows: 
Section 2 describes the previous work on this 
research. Section 3 explains the methodology 
that is adapted in this research. Section 4 
discussed the proposed solution that was 
developed during the research. Section 5 
shows the results of our work. Section 6 
concludes our work and future directions is 
given.

2. Related Work

 Researchers [1] have measured 
Patient’s expectations, perceptions and their 
experiences with health care system are the 
main determinants of patient’s satisfaction. 
These domains are interconnected. Three 
categories of patient expectation include 
background expectation, interaction 
expectations, and action expectations. These 
expectations are affected by patient 
characteristics i.e. age, sex; ethnicity etc. Older 
people have lower expectations thus likely to 
be more satisfied with health care. Gender was 
found to be an inconsistent predictor of patient 

1. Introduction

 Since late 90s and even today, 
academicians, web developers, solution 
architects involved in web development use 
the symbol of cloud to represent internet on 
board or on a paper. The most broadly utilized 
analogy for internet is cloud. Cloud computing 
is another and inventive innovation being 
utilized as a part of the present business 

situation. With cloud computing, customers 
don't need to make a huge amount of 
investment in managing the hardware 
requirements. Rather, they can make 
utilization of the exact sort and size of 
processing assets that will be required to help 
their new and splendid thoughts or to work any 
IT departmental errands. With cloud 
computing, we can access the same number of 
assets as we require, in a split second, and pay 
for what we utilize. In the inexorably common 
cloud computing, datacentres assume an 

1. Introduction

 Health is wealth, is common and 
the most known phrase in the world. Health 
carries most marks when it comes grading the 
life. If we do not have good health we carry 
nothing but loss. Therefore, it is indeed the best 
thing one can have in shape of good life. Good 
health eventually contributes towards the 
progress of country as people with sound 
health mentally and physically will be 
productive and beneficial for the economy of 

country as man power contributes a lot. The 
explanation behind quick spread of epidemic 
diseases in Pakistan incorporate packed urban 
areas, dangerous drinking water, deficient 
sanitation, poor financial conditions, low 
well-being mindfulness and insufficient 
immunization scope. Just about 60 million 
individuals in this nation do not have 
admittance to essential well-being offices. In 
addition, 90 million individuals have no 
fundamental sanitation. There is one specialist 
for 1,837 individuals, one dental practitioner 
for 46,498 people. One essential tends to 

satisfaction, females tend to be lesser satisfied. 
People from the low social class were found to 
be more satisfied. 

In the research [8] K-Nearest Neighbor 
algorithm was used which gives 1.7% better 
result than the other techniques used for this 
problem. Generally, Doctor Diagnosis patient 
through his tests, physical condition and 
patient’s history, the amount of information 
may be insufficient, contain uncertainty, 
information may be misleading. For better 
results, they apply machine learning 
techniques for better classification and they 
applied this to Wisconsin Madison breast 
cancer problem.

In study [2] it was discussed that the health 
care system in Pakistan beset with numerous 
problems- structural fragmentation, gender 
insensitivity, resource scarcity and lack of 
inaccessibility and inefficiency. The goal of 
Health System (HS) reforms is to improve the 
technical and allocative efficiency of health 
care system, enhance the quality of services 
and make system more equitable. It is the dire 
need to enhance the system, in order to, bring 
quality health in country. Structural problems 
of health care system also require attention. 
Under-utilization, lack of quality, and scarcity 
of human, financial and technical resources are 
persistent problems. In short, Pakistan is in a 
need of a far- changing health sector reforms.

In [3] it was discussed about how to improve 
trust of user in long-term archiving. Electronic 
health records (EHRs) is a good example of 
long-term stored data. Attackers may temper 
the data without being noticed. For this 
purpose, it is needed to be addressed as a 
public key infrastructure, which can be trusted 
worldwide. However, this may not be 

practically possible. In this article, a long-term 
evaluation of Trust (LoT) is introduced which 
is reputation based, which alleviate the 
required trust assumptions. In this system, each 
document is signed periodically after some 
time. This is renewal procedure. This renewal 
depends upon date and time. If the document is 
signed through trusted time-stamp authority, it 
will be updated periodically. If a person wants 
to check whether its document is saved so, 
he/she will be retrieved with updated 
document. 

In [4], [5], [6] and [10] the comparison of 
developed countries regarding health was 
carried out to show the reality that why 
Pakistan lack in healthcare system. China, 
Singapore, and USA improved a lot in 
healthcare system and facilitated their people. 
They have designed such systems to renovate 
the healthcare problems and letting the people 
know about diseases. These countries allocate 
a lot of budget of GDP to health. Bad 
governance, budget allocation, use of modern 
technology and usage of allocated budget 
properly is discussed in details. 

In [7] the challenge of Private healthcare 
system is discussed in detail and it was found 
that the level and quality of care remains 
questionable in healthcare system. The result is 
low usage of public services when factors i.e. 
trust, perceived quantity, access, cost etc. are 
found weak. Pakistan has established a room 
for private sector to furnish and it is operating 
to play weakness in health care delivery to the 
poor people. Private sector has demonstrated 
great deal of responsiveness, hence winning 
the trust of clients. Pakistan is challenging the 
poor performance of health care system. 
Investments of government remained low. 
1:1099 is doctor to patient ratio and 1:1647 is 
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one bed to patient ratio in hospitals. The myth 
that the private health sector is an unimportant 
part in Pakistan has proven to be wrong. 
Private sector provides majority of the health 
care. It is undoubted fact that the major support 
to private sector is given by the government 
physicians practicing in the private arena.

In [8] it was discussed the comparisons of 
private and public hospitals. It was checked 
that public hospitals lack some fundamental 
facilities for the patients. Health sector of 
Pakistan is a mixed system of public, private, 
formal/non-formal and modern faith-based, all 
co-existing.  The health indicators of Pakistan 
show a high population growth rate, gradually 
declining infant and maternal mortality rates. 
These indicators are not even good to be 
compared with neighboring countries. Budget 
allocated is also very low as per the 
requirements. By 2013, the number of 
hospitals are 1096, Basic Health Units 5527, 
Rural health centers 650, 5310 dispensaries, 
167,759 doctors, 13,716 dentists, 86,183 
nurses. There are 1099 patients per doctor and 
13,411 patients for one dentist. On average 
1647 persons per bed.

In [15], an authentic model has been proposed 
using cloud and sensor based network for trust 
and reputation based. In [16], they have 
proposed intelligent fuzzy logic system in 
network for reputation based model. In [17], 
different trust based reputation algorithm are 
used. In [18], using mobile sensor network an 
intelligent data gathering and efficient routing 
algorithm is used. In [19], for online reputation 
they introduced new framework that is based 
on fuzzy logic. In [20],  sensing system 
introduced based on trust.

We need to make sure the quality and safety of 

services. Many private hospitals in developing 
countries have problems. But Private hospitals 
are not the ultimate solution to cater with 
health problems and also there is a grave 
problem of trust in Pakistan. There is no online 
system available that can gather feedback from 
community through automated way and 
disseminate information to the people. This 
information would help them finding right 
place for their medical care. 

3. Methodology

It is identified in the previous section that there 
exist a problem of trust regarding medical 
treatment. For this purpose, we have developed 
a reputation-based feedback system, in order 
to, facilitate people. In the first phase, we have 
conducted a survey from people related to 
different communities in the form of 
questionnaire. However, results of survey were 
too much surprising.  People used to prefer 
private hospitals over public hospitals even for 
major as well as for minor diseases. This is an 
alarming situation for country whose 
population is now more than 200 million. 

       We started our survey by incorporating 
google forms in our methodology. Google 
forms helps you to get people opinions in this 
busy world. So, we added four basic and 
comprehensive short questions for the survey 
and then we selected 500 most matured people 
around us and sent them the link of google 
forms. Based on their answers we have 
following .

In our first question, we asked people if they 
prefer private hospitals or public hospitals. 
More than 75% opted for private hospitals. The 
result is shown in Fig.01. 

Fig.01. Feedback of 1st Question

Therefore it is clear, that public hospitals do 
not have much capability to attract patients. 
This is due to lack of poor management and 
medical treatment.

In our second question, we had asked about the 
preference of public hospitals over private 
hospitals for the treatment of minor disease. 
The result has been shown in Fig.02. The result 
shows that more than 60% people prefer 
Private hospitals.

Fig.02. Feedback of 2nd Question

However, the results are even more surprising 
when we had asked either to prefer public 
hospitals over private hospitals for deadly 
diseases. Approximately 70% of surveyors do 
not willing to go to the public hospitals for the 
treatment of deadly diseases like Cancer, 
Hepatitis etc. The result has been shown in 
Fig.03. 

Fig.03. Feedback of 3rd Question

The last question was to rate the current 
healthcare standard in Pakistan from Highest 
(5) to the Lowest (1). 

Fig.04. Feedback of 4th Question

4. Proposed Solution

Keeping in view of the aforementioned 
feedbacks from our survey, we have developed 
a Reputation-based trust management system 
for improving public health care institutions in 
Pakistan. This is a web-based system that is 
user-friendly and can be accessible via our 
URL (www.rbhcs.net).

4.1. How this system will work?

This system carries a main feature of feedback. 
Feedback will enhance the capacity of system 
as it will get reviews of patients who are being 
checked up and are treated. Patients would be 
asked few questions when they visit a certain 
hospital for the treatment of deadly diseases 

like Ccancer, Hepatitis etc. In this system, the 
user will be given a form in which he/she has 
to give his/her particulars and answers to the 
questions asked in the form. Based on the 
results generated by these questions, an 
individual feedback is created. This feedback 
has a numerical value associated with it. 
Therefore, through this process, a unique 
feedback is generated which includes a 
particular hospital and a particular disease. The 
overall feedback from a number of patients 
helps in generating the hospital rating. Top 
rated hospital would be at the top of list for a 
particular disease. The system will be able to 
rate the diseases and will rate the doctors and 
hospital on the basis of their performance. 
Fig.04. shows our web-based reputation 
feedback system for health care.

Fig.05 Our Proposed Reputation-based 
feedback system

Fig.05 shows following features which 
includes Rating and Feedback tab. A person 
after getting treatment from the Hospital will 
give feedback on his/her treatment. On the 
basis of cumulative feedback from a number of 
patients visiting a certain hospital, ratings 
would be generated. 

5. RESULTS

If a person wants to get information of medical 

treatment for a particular disease, he or she will 
simply click on Disease tab and eventually get 
rating of hospital based on its performance. 
Fig.06 shows the Disease tab used by a person 
looking for treatment for a disease.

Fig.06 Disease Tab provides information 
about Hospitals

Let say, for example, a person is suffering from 
cancer and want to get information about 
well-reputed hospital treated cancer. Through 
clicking on the Disease tab, results of hospitals 
are shown on the basis of rating generated 
through feedback system. Fig.07 shows 
hospitals rating generated for Cancer disease 
treatment.

Fig.07. List of Hospitals according to ratings

The patient will be allowed to give his/her 
opinion about the doctors, staff and the 
hospital via this feedback form and rate the 
hospital and disease to tell the future patients 
whether they should come here or not? This 
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will increase a level of competition amongst 
the hospital and they will try to convince the 
patient by providing him/her the best of 
facilities they can.

 
Fig 08. Web-based Feedback Form

In Fig.08, a web-based feedback form has been 
created for our system. The Patient visiting 
hospital must fill this feedback form. Several 
questions can be asked from the patient. Some 
questions are generic, others may be specific to 
the disease.

In this way, the system will give opportunity to 
the patients to give their precious opinions and 
will let them help administration to improve 
the healthcare system. 

6. Conclusion & Future Work

Pakistan is an emerging state in the world and 
with the passage of time population of Pakistan 
is also increasing. Increase in population also 
increases the demand of healthcare system. 
This increasing demand of healthcare facilities 
has become a question when no praise worthy 
facilities is given to the people by the 
government which is responsible for it. In our 
research, we have developed an online health 
care system. This system actually works on 
reputation of hospitals that comes after the 
feedback from the community resulting in 
enhancement of trust of people. 
In the future, we will work on development of 

Android-based application that would help 
people finding right medical care center for 
their treatment. We will also improve our 
existing system by adding some new features 
like online doctor help, Doctor-Patient trust 
etc. Feedback system is used to maintain a 
record of hospitals, diseases and the 
administration to improve the standard of 
medical treatment when it comes to the phase 
of competition. There is a dire need to put 
proper check and balance in our healthcare 
system if at all we want to improve it. 
Feedback system will benefit us in doing so. 
This research will help a lot in bringing 
improvement in the health sector of Pakistan.
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essential role as the significant foundation of 
cloud suppliers, for example, Google, 
Microsoft Azure and Amazon. Data centres 
provide the utility of computing services to 
software service providers who further provide 
the application services to end users through 
Internet [1]. 

This service called Software as a Service 
(SaaS), and the former service has recently 
been called Infrastructure as a Service (IaaS). 
With a specific end goal to exploit figuring and 
capacity assets gave by cloud framework 
suppliers, information proprietors outsource an 
ever increasing number of information to the 
server farms through cloud specialist 
organizations, much the same as the online 
stockpiling specialist co-op, which are not 
completely trusted by information proprietors.  
As a general information structure to depict the 
connection between substances, the chart has 
been progressively used to demonstrate 
entangled structures and composition, for 
example, the individual interpersonal 
organization (the social diagram), the social 
information base, for the security of clients' 
protection; this critical information must be 
encoded before outsourcing it to the cloud, 
besides information should be shared among 
confided in accomplices to all associations. 
There has been a great deal of assaults on cloud 
computing and this paper talks about such 
assaults alongside its answers [2].

1.1 Cloud Information Security 
Services

The cloud computing comprises of the 
following information security services: 

Confidentiality:

A standard programming seller can be a 
resource person to ensure services to various 

supportive organizations of cloud with 
security. We can get to associations and can 
change cloud benefits through an online 
control board or direct with the supplier. We 
can likewise consolidate or erase clients and 
change collecting structures and programming 
as required.

1.1.1 Integrity:

Access of business administration 
arrangements utilizing our advanced mobile 
phones, tablets, PCs, and office PCs is 
conceivable in such manner. We can use these 
devices wherever we are linked with a direct 
online access point. This adaptability is 
especially engaging for affiliations so that 
amidst business hours or off-times, workers 
can remain over contracts and clients whether 
they are out on the town or in the workplace.

1.1.2 Availability:

Availability of utilizing information regarding 
internal business administration and dealing 
with the software meantime from any place are 
also the provision given to the representatives 
through cloud.

1.1.3 Authentication:

Another useful administration is the 
adaptability of the cloud adaptable as well as 
versatility to suit our business needs. We can 
likewise rapidly and effectively include or 
expel clients, software highlights, and different 
assets.

1.1.4 Non-repudiation:

Retreating to the direct thought of the cloud, 
we pay for what we use. We and our cloud 
provider can measure limit levels, manage 
speed and the amount of customer records and 
we are charged reasonably [4].

2. Types of Cloud 

There are three basic types of cloud 
computing.

2.1 Public Cloud: It allows administrations 
and frameworks to be open to the overall 
population. Not with standing, open cloud 
might be less secure in view of its 
transparency.

2.2 Private Cloud: This cloud enables the 
administrations to get open inside an 
association. It is more secured on account of its 
private nature.
 
2.3 Hybrid Cloud: This type of cloud is a mix 
of open and private cloud in which the private 
cloud performs essential activities while other 
non-fundamental activities are performed by 
using public cloud [5].

Fig.1: Structure of cloud security and types

3. Cloud Computing-Architecture

The design includes numerous cloud parts in 
cloud computing, which are coupled together. 
Comprehensively we can separate the cloud 
design into two sections: Front End and Back 
End. Every end is associated through a system, 
generally Internet.

These services are broadly divided into three 
categories: 
1. IaaS (Infrastructure-as-a-Service) 
2. PaaS (Platform-as-a-Service) 
3. SaaS (Software-as-a-Service) 

Fig2: Three categories of cloud services

3.1 Infrastructure-As-A-Service (IAAS): 

It assigns virtual servers with specific IP's and 
storage capacity on request. Clients can pay for 
precisely the measure of administration they 
utilize, as for power or water; this 
administration is additionally known as utility 
computing.

3.2 Platform-As-A-Service (PAAS):

This service consists of the arrangement of 
developing tools and conceptual programming 
facilitated on the supplier's servers. Google 
Apps is a standout amongst the most well 
known Platform-as-a-Service suppliers. There 
is a possibility that some persons can provide 
equipment (as in IaaS) not withstanding a 
particular measure of programming, for 
instance, coordination into an average game 
plan of programming limits or databases as a 
foundation whereupon we can gather our 
application. Platform as a Service (PaaS) is 
application headway and association arrange 
passed on as a help of various specialists 
around the globe.

3.3 Software-As-A-Service (SAAS):

SaaS is considered as a broadest market 
expending energy of all. For this situation the 
supplier permits the client just to utilize its 
applications. The product cooperates with the 
client through a UI.

These applications can be anything from web 
based email, to applications like Twitter or 
Last.fm. It can occur in a situation that 
somebody can facilitate us with a set of 
software that we cannot take control of 
however pay for some component of usage by 
the client or some other sort of utilization 
premise. We don't need to do any 
improvement, yet we may need to come in and 
arrange the (exceptionally adaptable, 
configurable and at times customization) 
programming. In the meantime, nations don't 
have intensive framework security system. 
There is no strict execution of measures for 
arranging security organization; however, this 
is a basic approach behind the increase of 
framework security keeping in see the typical 
sorts of framework security perils [6].

4. Security in Cloud Computing

The cloud is the conveyance of on-request 
registering assets on a compensation for on 
request benefits. Henceforth, security is a 
noteworthy issue in distributed computing in 
light of the fact that everything is dealt with by 
an outsider. [10]

4.1 A. Security issues: 

Two levels of cloud computing security must 
be considered essential which is on the 
customer level and on provider level. The 
authority centre ought to guarantee that the 
server is particularly secured from several 
threats externally it may go over.

A cloud is great at whatever point great 
security is given by the specialist organization. 
The cloud specialist co-op for cloud guarantees 
that the customer does not go up against any 
issue, for instance, loss of data or data theft. At 
the point when a malevolent client gets to the 
cloud as a true blue client, security of the cloud 
is most likely in threat, therefore, tainting the 
whole cloud and it prompts influence 
numerous clients who are sharing the uncertain 
cloud. Three types of issues are raised while 
discussing the security of a cloud, these are:

1. Data issues
2. Secrecy issues 
3. Infected Application 

Data Issues: Delicate information in a cloud 
computing condition develops as a noteworthy 
issue in regard to security in a cloud based 
framework. With this at any point information 
is on the cloud allowing anyone from anyplace 
and whenever to get it. This happens in light of 
the fact that information might be normal, 
private and delicate information in a cloud. 
Accordingly, numerous cloud computing 
administration shopper and supplier gets to and 
adjusts the information. In this manner there is 
a need of a few information trustworthiness 
strategies in cloud computing. Besides, 
information taking is another significant worry 
in a cloud computing condition. Numerous 
cloud specialist co-ops don't give their own 
particular server rather they gain server from 
other specialist co-ops as it is financially savvy 
and adaptable for performing activities and for 
the cloud supplier. In this way, there exists a 
chance of that the information can be stolen 
from the outer server.

Information misfortune is also a third issue in 
cloud computing. On the off chance that the 
cloud computing specialist co-op close down 
his administrations because of some budgetary 

or lawful issue, at that point there will be lost 
information for the client. In addition, 
information can be lost or harm or undermined 
because of any startling incident like 
catastrophic event, and blast scrutinizing the 
availability of information to the clients. 

Fourthly, data region is one of the factors that 
moreover require focus in a distributed 
computing condition. It should be direct to 
customer. Vender does not disclose where 
entire data is secured.

Privacy Issues: Confidentiality is very 
important in cloud computing because 
everything is handled by a third party so 
service providers of cloud computing must 
ensure that a client's close to home data is all 
around secured from different suppliers, user 
and the customers.. A customer can scramble 
information put away on a cloud to guarantee 
protection, yet this isn't conceivable. A large 
portion of the cloud computing is as virtual 
machines where a customer calculation is 
executing. As the majority of the servers are 
outside, the cloud specialist co-op should 
ensure who is getting to the information and 
who is keeping up the server with the goal that 
it empowers the supplier to secure the client's 
close to home data [5].

Infected Application: Cloud computing 
authority centre should have complete access 
to the server with all rights to screen and 
support of server. This will shield any toxic 
customer from exchanging any polluted 
application onto the cloud, which will to a 
great degree impact the customer and 
appropriated processing organization.

5. B. Security Issue Solutions: 
Find Key Cloud Provider

Distinctive sellers have diverse cloud IT 

security and information administration so the 
principal thing is to discover the correct cloud 
supplier. A cloud seller ought to be settled, 
have involvement, measures and control.
Clear Contract: 

Recuperation Facilities are an unquestionable 
requirement for guaranteeing information 
security. Recuperation offices to be assigned to 
cloud merchants because though the 
information is misplaced there can be 
recuperated and coherence of information 
available immediately in certain cases. 

Clarity in contract with cloud merchant should 
exist so that if the cloud seller closes before 
contract, endeavour can guarantee.

5.1 Better Enterprise Infrastructure: 

Encouragement of equipment segments must 
be taken as a part of enterprise, for instance, 
switches, firewalls, programming and servers. 
This includes the working structure, clients 
and framework protecting against various 
cyber attacks. [8]

5.2 Use of Data Encryption for security 
purpose: 

Information Encryption gives information that 
is scrambled enough to the security designers, 
additional security from big business isn't 
required and all security loads rely on cloud 
merchant. IT pioneers must describe key 
security parts to know where the data 
encryption is required [9].

5.3 Data Flowchart Preparation: 

There ought to be a flowchart of information 
this will assist the IT administrators with 
understanding providing information for each 
circumstances, where it is being secured and 

where it is being shared [7].

6. Conclusion and Future Scope 

The area of cloud computing has this 
combination of major advancements that have 
been created consistently. It has a potential for 
holding assets to the endeavours however the 
security risk is also massive. Attempt to 
explore appropriated development is also a 
way to deal with cost reduction and 
productivity should truly separate the security 
risks. Data theft issues of dispersed systems 
should also be catered. The quality of 
information in organization is the ability to 
supervise more effectively from a joined point 
of view in cloud computing. Despite the fact 
that it can be seen as a marvel set to alter the 
way that Internet is utilized, there is much to be 
mindful about. The paper thus discusses the 
possible measures to deal with the security 
assaults on cloud and open doors for 
researchers to implement such ideas 
technically to enhance the security by all 
means.
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14900 individuals and one clinic bed for 1503 
people. This demonstrates a reasonable photo 
of our limitlessly denied well-being area. [14]

A substantial total of the financial backing is 
being spent on the therapeutic care and clinic 
cost in a situation where 33% of the populace, 
in Pakistan live beneath the destitution line and 
well-being offices remain broadly blocked off 
to the masses. Likewise, Pakistan has more 
than 98% out of the pocket well-being 
consumptions, where as more than 75% visits 
private Hospitals for human services. National 
general well-being consumption is $4 per 
capita while add up to use on well-being is $18 
per capita. This mirrors the immense share of 
private medicinal services burning through 
(75.6%). Social medical coverage covers just 
5% of the populace yet speaks to 40% of the 
elected and common government spending on 
well-being [14]. We have studied that patients 
die due to late arrival of doctors, due to faulty 
operation techniques and rude behavior of 
administration and due to lack of cooperation 
of hospital management.  48 Millions Has been 
allocated for the health care system for the year 
2017 including the National program on health 
by the Federal Government of Pakistan. As 
after 18th amendment health is now provincial 
issue and the provincial governments allocated 
budgets accordingly.

There is no mature online system available that 
can provide ease to the people suffered from 
deadly diseases. There is no online helpline 
available that can guide people from rural and 
urban areas to find right place for their medical 
treatment. It is possible only when we would 
have available online feedback management 
system that can rate public medical facilities 
according to their performances and feedbacks 
from the patient visitors. Many hospitals are 

using web portals these days. However, these 
hospitals do not have such portal which can 
rate the doctors and administration of public 
hospitals via some feedback mechanism. For 
this purpose, in this article, we have proposed a 
system that will rate public hospitals, doctors, 
and the hospital management through feedback 
system. This system would run a reputation 
algorithm that would based on a trust 
management system. This system, in turn, 
would be able to generate true ratings of all the 
hospitals that are included in our system. These 
ratings help people in choosing right hospital 
for their deadly disease. This kind of feedback 
system has not been implemented yet in any 
medical institution within Pakistan.

The rest of the Paper is divided as follows: 
Section 2 describes the previous work on this 
research. Section 3 explains the methodology 
that is adapted in this research. Section 4 
discussed the proposed solution that was 
developed during the research. Section 5 
shows the results of our work. Section 6 
concludes our work and future directions is 
given.

2. Related Work

 Researchers [1] have measured 
Patient’s expectations, perceptions and their 
experiences with health care system are the 
main determinants of patient’s satisfaction. 
These domains are interconnected. Three 
categories of patient expectation include 
background expectation, interaction 
expectations, and action expectations. These 
expectations are affected by patient 
characteristics i.e. age, sex; ethnicity etc. Older 
people have lower expectations thus likely to 
be more satisfied with health care. Gender was 
found to be an inconsistent predictor of patient 

1. Introduction

 Since late 90s and even today, 
academicians, web developers, solution 
architects involved in web development use 
the symbol of cloud to represent internet on 
board or on a paper. The most broadly utilized 
analogy for internet is cloud. Cloud computing 
is another and inventive innovation being 
utilized as a part of the present business 

situation. With cloud computing, customers 
don't need to make a huge amount of 
investment in managing the hardware 
requirements. Rather, they can make 
utilization of the exact sort and size of 
processing assets that will be required to help 
their new and splendid thoughts or to work any 
IT departmental errands. With cloud 
computing, we can access the same number of 
assets as we require, in a split second, and pay 
for what we utilize. In the inexorably common 
cloud computing, datacentres assume an 

1. Introduction

 Health is wealth, is common and 
the most known phrase in the world. Health 
carries most marks when it comes grading the 
life. If we do not have good health we carry 
nothing but loss. Therefore, it is indeed the best 
thing one can have in shape of good life. Good 
health eventually contributes towards the 
progress of country as people with sound 
health mentally and physically will be 
productive and beneficial for the economy of 

country as man power contributes a lot. The 
explanation behind quick spread of epidemic 
diseases in Pakistan incorporate packed urban 
areas, dangerous drinking water, deficient 
sanitation, poor financial conditions, low 
well-being mindfulness and insufficient 
immunization scope. Just about 60 million 
individuals in this nation do not have 
admittance to essential well-being offices. In 
addition, 90 million individuals have no 
fundamental sanitation. There is one specialist 
for 1,837 individuals, one dental practitioner 
for 46,498 people. One essential tends to 

satisfaction, females tend to be lesser satisfied. 
People from the low social class were found to 
be more satisfied. 

In the research [8] K-Nearest Neighbor 
algorithm was used which gives 1.7% better 
result than the other techniques used for this 
problem. Generally, Doctor Diagnosis patient 
through his tests, physical condition and 
patient’s history, the amount of information 
may be insufficient, contain uncertainty, 
information may be misleading. For better 
results, they apply machine learning 
techniques for better classification and they 
applied this to Wisconsin Madison breast 
cancer problem.

In study [2] it was discussed that the health 
care system in Pakistan beset with numerous 
problems- structural fragmentation, gender 
insensitivity, resource scarcity and lack of 
inaccessibility and inefficiency. The goal of 
Health System (HS) reforms is to improve the 
technical and allocative efficiency of health 
care system, enhance the quality of services 
and make system more equitable. It is the dire 
need to enhance the system, in order to, bring 
quality health in country. Structural problems 
of health care system also require attention. 
Under-utilization, lack of quality, and scarcity 
of human, financial and technical resources are 
persistent problems. In short, Pakistan is in a 
need of a far- changing health sector reforms.

In [3] it was discussed about how to improve 
trust of user in long-term archiving. Electronic 
health records (EHRs) is a good example of 
long-term stored data. Attackers may temper 
the data without being noticed. For this 
purpose, it is needed to be addressed as a 
public key infrastructure, which can be trusted 
worldwide. However, this may not be 

practically possible. In this article, a long-term 
evaluation of Trust (LoT) is introduced which 
is reputation based, which alleviate the 
required trust assumptions. In this system, each 
document is signed periodically after some 
time. This is renewal procedure. This renewal 
depends upon date and time. If the document is 
signed through trusted time-stamp authority, it 
will be updated periodically. If a person wants 
to check whether its document is saved so, 
he/she will be retrieved with updated 
document. 

In [4], [5], [6] and [10] the comparison of 
developed countries regarding health was 
carried out to show the reality that why 
Pakistan lack in healthcare system. China, 
Singapore, and USA improved a lot in 
healthcare system and facilitated their people. 
They have designed such systems to renovate 
the healthcare problems and letting the people 
know about diseases. These countries allocate 
a lot of budget of GDP to health. Bad 
governance, budget allocation, use of modern 
technology and usage of allocated budget 
properly is discussed in details. 

In [7] the challenge of Private healthcare 
system is discussed in detail and it was found 
that the level and quality of care remains 
questionable in healthcare system. The result is 
low usage of public services when factors i.e. 
trust, perceived quantity, access, cost etc. are 
found weak. Pakistan has established a room 
for private sector to furnish and it is operating 
to play weakness in health care delivery to the 
poor people. Private sector has demonstrated 
great deal of responsiveness, hence winning 
the trust of clients. Pakistan is challenging the 
poor performance of health care system. 
Investments of government remained low. 
1:1099 is doctor to patient ratio and 1:1647 is 
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one bed to patient ratio in hospitals. The myth 
that the private health sector is an unimportant 
part in Pakistan has proven to be wrong. 
Private sector provides majority of the health 
care. It is undoubted fact that the major support 
to private sector is given by the government 
physicians practicing in the private arena.

In [8] it was discussed the comparisons of 
private and public hospitals. It was checked 
that public hospitals lack some fundamental 
facilities for the patients. Health sector of 
Pakistan is a mixed system of public, private, 
formal/non-formal and modern faith-based, all 
co-existing.  The health indicators of Pakistan 
show a high population growth rate, gradually 
declining infant and maternal mortality rates. 
These indicators are not even good to be 
compared with neighboring countries. Budget 
allocated is also very low as per the 
requirements. By 2013, the number of 
hospitals are 1096, Basic Health Units 5527, 
Rural health centers 650, 5310 dispensaries, 
167,759 doctors, 13,716 dentists, 86,183 
nurses. There are 1099 patients per doctor and 
13,411 patients for one dentist. On average 
1647 persons per bed.

In [15], an authentic model has been proposed 
using cloud and sensor based network for trust 
and reputation based. In [16], they have 
proposed intelligent fuzzy logic system in 
network for reputation based model. In [17], 
different trust based reputation algorithm are 
used. In [18], using mobile sensor network an 
intelligent data gathering and efficient routing 
algorithm is used. In [19], for online reputation 
they introduced new framework that is based 
on fuzzy logic. In [20],  sensing system 
introduced based on trust.

We need to make sure the quality and safety of 

services. Many private hospitals in developing 
countries have problems. But Private hospitals 
are not the ultimate solution to cater with 
health problems and also there is a grave 
problem of trust in Pakistan. There is no online 
system available that can gather feedback from 
community through automated way and 
disseminate information to the people. This 
information would help them finding right 
place for their medical care. 

3. Methodology

It is identified in the previous section that there 
exist a problem of trust regarding medical 
treatment. For this purpose, we have developed 
a reputation-based feedback system, in order 
to, facilitate people. In the first phase, we have 
conducted a survey from people related to 
different communities in the form of 
questionnaire. However, results of survey were 
too much surprising.  People used to prefer 
private hospitals over public hospitals even for 
major as well as for minor diseases. This is an 
alarming situation for country whose 
population is now more than 200 million. 

       We started our survey by incorporating 
google forms in our methodology. Google 
forms helps you to get people opinions in this 
busy world. So, we added four basic and 
comprehensive short questions for the survey 
and then we selected 500 most matured people 
around us and sent them the link of google 
forms. Based on their answers we have 
following .

In our first question, we asked people if they 
prefer private hospitals or public hospitals. 
More than 75% opted for private hospitals. The 
result is shown in Fig.01. 

Fig.01. Feedback of 1st Question

Therefore it is clear, that public hospitals do 
not have much capability to attract patients. 
This is due to lack of poor management and 
medical treatment.

In our second question, we had asked about the 
preference of public hospitals over private 
hospitals for the treatment of minor disease. 
The result has been shown in Fig.02. The result 
shows that more than 60% people prefer 
Private hospitals.

Fig.02. Feedback of 2nd Question

However, the results are even more surprising 
when we had asked either to prefer public 
hospitals over private hospitals for deadly 
diseases. Approximately 70% of surveyors do 
not willing to go to the public hospitals for the 
treatment of deadly diseases like Cancer, 
Hepatitis etc. The result has been shown in 
Fig.03. 

Fig.03. Feedback of 3rd Question

The last question was to rate the current 
healthcare standard in Pakistan from Highest 
(5) to the Lowest (1). 

Fig.04. Feedback of 4th Question

4. Proposed Solution

Keeping in view of the aforementioned 
feedbacks from our survey, we have developed 
a Reputation-based trust management system 
for improving public health care institutions in 
Pakistan. This is a web-based system that is 
user-friendly and can be accessible via our 
URL (www.rbhcs.net).

4.1. How this system will work?

This system carries a main feature of feedback. 
Feedback will enhance the capacity of system 
as it will get reviews of patients who are being 
checked up and are treated. Patients would be 
asked few questions when they visit a certain 
hospital for the treatment of deadly diseases 

like Ccancer, Hepatitis etc. In this system, the 
user will be given a form in which he/she has 
to give his/her particulars and answers to the 
questions asked in the form. Based on the 
results generated by these questions, an 
individual feedback is created. This feedback 
has a numerical value associated with it. 
Therefore, through this process, a unique 
feedback is generated which includes a 
particular hospital and a particular disease. The 
overall feedback from a number of patients 
helps in generating the hospital rating. Top 
rated hospital would be at the top of list for a 
particular disease. The system will be able to 
rate the diseases and will rate the doctors and 
hospital on the basis of their performance. 
Fig.04. shows our web-based reputation 
feedback system for health care.

Fig.05 Our Proposed Reputation-based 
feedback system

Fig.05 shows following features which 
includes Rating and Feedback tab. A person 
after getting treatment from the Hospital will 
give feedback on his/her treatment. On the 
basis of cumulative feedback from a number of 
patients visiting a certain hospital, ratings 
would be generated. 

5. RESULTS

If a person wants to get information of medical 

treatment for a particular disease, he or she will 
simply click on Disease tab and eventually get 
rating of hospital based on its performance. 
Fig.06 shows the Disease tab used by a person 
looking for treatment for a disease.

Fig.06 Disease Tab provides information 
about Hospitals

Let say, for example, a person is suffering from 
cancer and want to get information about 
well-reputed hospital treated cancer. Through 
clicking on the Disease tab, results of hospitals 
are shown on the basis of rating generated 
through feedback system. Fig.07 shows 
hospitals rating generated for Cancer disease 
treatment.

Fig.07. List of Hospitals according to ratings

The patient will be allowed to give his/her 
opinion about the doctors, staff and the 
hospital via this feedback form and rate the 
hospital and disease to tell the future patients 
whether they should come here or not? This 
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will increase a level of competition amongst 
the hospital and they will try to convince the 
patient by providing him/her the best of 
facilities they can.

 
Fig 08. Web-based Feedback Form

In Fig.08, a web-based feedback form has been 
created for our system. The Patient visiting 
hospital must fill this feedback form. Several 
questions can be asked from the patient. Some 
questions are generic, others may be specific to 
the disease.

In this way, the system will give opportunity to 
the patients to give their precious opinions and 
will let them help administration to improve 
the healthcare system. 

6. Conclusion & Future Work

Pakistan is an emerging state in the world and 
with the passage of time population of Pakistan 
is also increasing. Increase in population also 
increases the demand of healthcare system. 
This increasing demand of healthcare facilities 
has become a question when no praise worthy 
facilities is given to the people by the 
government which is responsible for it. In our 
research, we have developed an online health 
care system. This system actually works on 
reputation of hospitals that comes after the 
feedback from the community resulting in 
enhancement of trust of people. 
In the future, we will work on development of 

Android-based application that would help 
people finding right medical care center for 
their treatment. We will also improve our 
existing system by adding some new features 
like online doctor help, Doctor-Patient trust 
etc. Feedback system is used to maintain a 
record of hospitals, diseases and the 
administration to improve the standard of 
medical treatment when it comes to the phase 
of competition. There is a dire need to put 
proper check and balance in our healthcare 
system if at all we want to improve it. 
Feedback system will benefit us in doing so. 
This research will help a lot in bringing 
improvement in the health sector of Pakistan.
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essential role as the significant foundation of 
cloud suppliers, for example, Google, 
Microsoft Azure and Amazon. Data centres 
provide the utility of computing services to 
software service providers who further provide 
the application services to end users through 
Internet [1]. 

This service called Software as a Service 
(SaaS), and the former service has recently 
been called Infrastructure as a Service (IaaS). 
With a specific end goal to exploit figuring and 
capacity assets gave by cloud framework 
suppliers, information proprietors outsource an 
ever increasing number of information to the 
server farms through cloud specialist 
organizations, much the same as the online 
stockpiling specialist co-op, which are not 
completely trusted by information proprietors.  
As a general information structure to depict the 
connection between substances, the chart has 
been progressively used to demonstrate 
entangled structures and composition, for 
example, the individual interpersonal 
organization (the social diagram), the social 
information base, for the security of clients' 
protection; this critical information must be 
encoded before outsourcing it to the cloud, 
besides information should be shared among 
confided in accomplices to all associations. 
There has been a great deal of assaults on cloud 
computing and this paper talks about such 
assaults alongside its answers [2].

1.1 Cloud Information Security 
Services

The cloud computing comprises of the 
following information security services: 

Confidentiality:

A standard programming seller can be a 
resource person to ensure services to various 

supportive organizations of cloud with 
security. We can get to associations and can 
change cloud benefits through an online 
control board or direct with the supplier. We 
can likewise consolidate or erase clients and 
change collecting structures and programming 
as required.

1.1.1 Integrity:

Access of business administration 
arrangements utilizing our advanced mobile 
phones, tablets, PCs, and office PCs is 
conceivable in such manner. We can use these 
devices wherever we are linked with a direct 
online access point. This adaptability is 
especially engaging for affiliations so that 
amidst business hours or off-times, workers 
can remain over contracts and clients whether 
they are out on the town or in the workplace.

1.1.2 Availability:

Availability of utilizing information regarding 
internal business administration and dealing 
with the software meantime from any place are 
also the provision given to the representatives 
through cloud.

1.1.3 Authentication:

Another useful administration is the 
adaptability of the cloud adaptable as well as 
versatility to suit our business needs. We can 
likewise rapidly and effectively include or 
expel clients, software highlights, and different 
assets.

1.1.4 Non-repudiation:

Retreating to the direct thought of the cloud, 
we pay for what we use. We and our cloud 
provider can measure limit levels, manage 
speed and the amount of customer records and 
we are charged reasonably [4].

2. Types of Cloud 

There are three basic types of cloud 
computing.

2.1 Public Cloud: It allows administrations 
and frameworks to be open to the overall 
population. Not with standing, open cloud 
might be less secure in view of its 
transparency.

2.2 Private Cloud: This cloud enables the 
administrations to get open inside an 
association. It is more secured on account of its 
private nature.
 
2.3 Hybrid Cloud: This type of cloud is a mix 
of open and private cloud in which the private 
cloud performs essential activities while other 
non-fundamental activities are performed by 
using public cloud [5].

Fig.1: Structure of cloud security and types

3. Cloud Computing-Architecture

The design includes numerous cloud parts in 
cloud computing, which are coupled together. 
Comprehensively we can separate the cloud 
design into two sections: Front End and Back 
End. Every end is associated through a system, 
generally Internet.

These services are broadly divided into three 
categories: 
1. IaaS (Infrastructure-as-a-Service) 
2. PaaS (Platform-as-a-Service) 
3. SaaS (Software-as-a-Service) 

Fig2: Three categories of cloud services

3.1 Infrastructure-As-A-Service (IAAS): 

It assigns virtual servers with specific IP's and 
storage capacity on request. Clients can pay for 
precisely the measure of administration they 
utilize, as for power or water; this 
administration is additionally known as utility 
computing.

3.2 Platform-As-A-Service (PAAS):

This service consists of the arrangement of 
developing tools and conceptual programming 
facilitated on the supplier's servers. Google 
Apps is a standout amongst the most well 
known Platform-as-a-Service suppliers. There 
is a possibility that some persons can provide 
equipment (as in IaaS) not withstanding a 
particular measure of programming, for 
instance, coordination into an average game 
plan of programming limits or databases as a 
foundation whereupon we can gather our 
application. Platform as a Service (PaaS) is 
application headway and association arrange 
passed on as a help of various specialists 
around the globe.

3.3 Software-As-A-Service (SAAS):

SaaS is considered as a broadest market 
expending energy of all. For this situation the 
supplier permits the client just to utilize its 
applications. The product cooperates with the 
client through a UI.

These applications can be anything from web 
based email, to applications like Twitter or 
Last.fm. It can occur in a situation that 
somebody can facilitate us with a set of 
software that we cannot take control of 
however pay for some component of usage by 
the client or some other sort of utilization 
premise. We don't need to do any 
improvement, yet we may need to come in and 
arrange the (exceptionally adaptable, 
configurable and at times customization) 
programming. In the meantime, nations don't 
have intensive framework security system. 
There is no strict execution of measures for 
arranging security organization; however, this 
is a basic approach behind the increase of 
framework security keeping in see the typical 
sorts of framework security perils [6].

4. Security in Cloud Computing

The cloud is the conveyance of on-request 
registering assets on a compensation for on 
request benefits. Henceforth, security is a 
noteworthy issue in distributed computing in 
light of the fact that everything is dealt with by 
an outsider. [10]

4.1 A. Security issues: 

Two levels of cloud computing security must 
be considered essential which is on the 
customer level and on provider level. The 
authority centre ought to guarantee that the 
server is particularly secured from several 
threats externally it may go over.

A cloud is great at whatever point great 
security is given by the specialist organization. 
The cloud specialist co-op for cloud guarantees 
that the customer does not go up against any 
issue, for instance, loss of data or data theft. At 
the point when a malevolent client gets to the 
cloud as a true blue client, security of the cloud 
is most likely in threat, therefore, tainting the 
whole cloud and it prompts influence 
numerous clients who are sharing the uncertain 
cloud. Three types of issues are raised while 
discussing the security of a cloud, these are:

1. Data issues
2. Secrecy issues 
3. Infected Application 

Data Issues: Delicate information in a cloud 
computing condition develops as a noteworthy 
issue in regard to security in a cloud based 
framework. With this at any point information 
is on the cloud allowing anyone from anyplace 
and whenever to get it. This happens in light of 
the fact that information might be normal, 
private and delicate information in a cloud. 
Accordingly, numerous cloud computing 
administration shopper and supplier gets to and 
adjusts the information. In this manner there is 
a need of a few information trustworthiness 
strategies in cloud computing. Besides, 
information taking is another significant worry 
in a cloud computing condition. Numerous 
cloud specialist co-ops don't give their own 
particular server rather they gain server from 
other specialist co-ops as it is financially savvy 
and adaptable for performing activities and for 
the cloud supplier. In this way, there exists a 
chance of that the information can be stolen 
from the outer server.

Information misfortune is also a third issue in 
cloud computing. On the off chance that the 
cloud computing specialist co-op close down 
his administrations because of some budgetary 

or lawful issue, at that point there will be lost 
information for the client. In addition, 
information can be lost or harm or undermined 
because of any startling incident like 
catastrophic event, and blast scrutinizing the 
availability of information to the clients. 

Fourthly, data region is one of the factors that 
moreover require focus in a distributed 
computing condition. It should be direct to 
customer. Vender does not disclose where 
entire data is secured.

Privacy Issues: Confidentiality is very 
important in cloud computing because 
everything is handled by a third party so 
service providers of cloud computing must 
ensure that a client's close to home data is all 
around secured from different suppliers, user 
and the customers.. A customer can scramble 
information put away on a cloud to guarantee 
protection, yet this isn't conceivable. A large 
portion of the cloud computing is as virtual 
machines where a customer calculation is 
executing. As the majority of the servers are 
outside, the cloud specialist co-op should 
ensure who is getting to the information and 
who is keeping up the server with the goal that 
it empowers the supplier to secure the client's 
close to home data [5].

Infected Application: Cloud computing 
authority centre should have complete access 
to the server with all rights to screen and 
support of server. This will shield any toxic 
customer from exchanging any polluted 
application onto the cloud, which will to a 
great degree impact the customer and 
appropriated processing organization.

5. B. Security Issue Solutions: 
Find Key Cloud Provider

Distinctive sellers have diverse cloud IT 

security and information administration so the 
principal thing is to discover the correct cloud 
supplier. A cloud seller ought to be settled, 
have involvement, measures and control.
Clear Contract: 

Recuperation Facilities are an unquestionable 
requirement for guaranteeing information 
security. Recuperation offices to be assigned to 
cloud merchants because though the 
information is misplaced there can be 
recuperated and coherence of information 
available immediately in certain cases. 

Clarity in contract with cloud merchant should 
exist so that if the cloud seller closes before 
contract, endeavour can guarantee.

5.1 Better Enterprise Infrastructure: 

Encouragement of equipment segments must 
be taken as a part of enterprise, for instance, 
switches, firewalls, programming and servers. 
This includes the working structure, clients 
and framework protecting against various 
cyber attacks. [8]

5.2 Use of Data Encryption for security 
purpose: 

Information Encryption gives information that 
is scrambled enough to the security designers, 
additional security from big business isn't 
required and all security loads rely on cloud 
merchant. IT pioneers must describe key 
security parts to know where the data 
encryption is required [9].

5.3 Data Flowchart Preparation: 

There ought to be a flowchart of information 
this will assist the IT administrators with 
understanding providing information for each 
circumstances, where it is being secured and 

where it is being shared [7].

6. Conclusion and Future Scope 

The area of cloud computing has this 
combination of major advancements that have 
been created consistently. It has a potential for 
holding assets to the endeavours however the 
security risk is also massive. Attempt to 
explore appropriated development is also a 
way to deal with cost reduction and 
productivity should truly separate the security 
risks. Data theft issues of dispersed systems 
should also be catered. The quality of 
information in organization is the ability to 
supervise more effectively from a joined point 
of view in cloud computing. Despite the fact 
that it can be seen as a marvel set to alter the 
way that Internet is utilized, there is much to be 
mindful about. The paper thus discusses the 
possible measures to deal with the security 
assaults on cloud and open doors for 
researchers to implement such ideas 
technically to enhance the security by all 
means.
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14900 individuals and one clinic bed for 1503 
people. This demonstrates a reasonable photo 
of our limitlessly denied well-being area. [14]

A substantial total of the financial backing is 
being spent on the therapeutic care and clinic 
cost in a situation where 33% of the populace, 
in Pakistan live beneath the destitution line and 
well-being offices remain broadly blocked off 
to the masses. Likewise, Pakistan has more 
than 98% out of the pocket well-being 
consumptions, where as more than 75% visits 
private Hospitals for human services. National 
general well-being consumption is $4 per 
capita while add up to use on well-being is $18 
per capita. This mirrors the immense share of 
private medicinal services burning through 
(75.6%). Social medical coverage covers just 
5% of the populace yet speaks to 40% of the 
elected and common government spending on 
well-being [14]. We have studied that patients 
die due to late arrival of doctors, due to faulty 
operation techniques and rude behavior of 
administration and due to lack of cooperation 
of hospital management.  48 Millions Has been 
allocated for the health care system for the year 
2017 including the National program on health 
by the Federal Government of Pakistan. As 
after 18th amendment health is now provincial 
issue and the provincial governments allocated 
budgets accordingly.

There is no mature online system available that 
can provide ease to the people suffered from 
deadly diseases. There is no online helpline 
available that can guide people from rural and 
urban areas to find right place for their medical 
treatment. It is possible only when we would 
have available online feedback management 
system that can rate public medical facilities 
according to their performances and feedbacks 
from the patient visitors. Many hospitals are 

using web portals these days. However, these 
hospitals do not have such portal which can 
rate the doctors and administration of public 
hospitals via some feedback mechanism. For 
this purpose, in this article, we have proposed a 
system that will rate public hospitals, doctors, 
and the hospital management through feedback 
system. This system would run a reputation 
algorithm that would based on a trust 
management system. This system, in turn, 
would be able to generate true ratings of all the 
hospitals that are included in our system. These 
ratings help people in choosing right hospital 
for their deadly disease. This kind of feedback 
system has not been implemented yet in any 
medical institution within Pakistan.

The rest of the Paper is divided as follows: 
Section 2 describes the previous work on this 
research. Section 3 explains the methodology 
that is adapted in this research. Section 4 
discussed the proposed solution that was 
developed during the research. Section 5 
shows the results of our work. Section 6 
concludes our work and future directions is 
given.

2. Related Work

 Researchers [1] have measured 
Patient’s expectations, perceptions and their 
experiences with health care system are the 
main determinants of patient’s satisfaction. 
These domains are interconnected. Three 
categories of patient expectation include 
background expectation, interaction 
expectations, and action expectations. These 
expectations are affected by patient 
characteristics i.e. age, sex; ethnicity etc. Older 
people have lower expectations thus likely to 
be more satisfied with health care. Gender was 
found to be an inconsistent predictor of patient 

1. Introduction

 Since late 90s and even today, 
academicians, web developers, solution 
architects involved in web development use 
the symbol of cloud to represent internet on 
board or on a paper. The most broadly utilized 
analogy for internet is cloud. Cloud computing 
is another and inventive innovation being 
utilized as a part of the present business 

situation. With cloud computing, customers 
don't need to make a huge amount of 
investment in managing the hardware 
requirements. Rather, they can make 
utilization of the exact sort and size of 
processing assets that will be required to help 
their new and splendid thoughts or to work any 
IT departmental errands. With cloud 
computing, we can access the same number of 
assets as we require, in a split second, and pay 
for what we utilize. In the inexorably common 
cloud computing, datacentres assume an 

1. Introduction

 Health is wealth, is common and 
the most known phrase in the world. Health 
carries most marks when it comes grading the 
life. If we do not have good health we carry 
nothing but loss. Therefore, it is indeed the best 
thing one can have in shape of good life. Good 
health eventually contributes towards the 
progress of country as people with sound 
health mentally and physically will be 
productive and beneficial for the economy of 

country as man power contributes a lot. The 
explanation behind quick spread of epidemic 
diseases in Pakistan incorporate packed urban 
areas, dangerous drinking water, deficient 
sanitation, poor financial conditions, low 
well-being mindfulness and insufficient 
immunization scope. Just about 60 million 
individuals in this nation do not have 
admittance to essential well-being offices. In 
addition, 90 million individuals have no 
fundamental sanitation. There is one specialist 
for 1,837 individuals, one dental practitioner 
for 46,498 people. One essential tends to 

satisfaction, females tend to be lesser satisfied. 
People from the low social class were found to 
be more satisfied. 

In the research [8] K-Nearest Neighbor 
algorithm was used which gives 1.7% better 
result than the other techniques used for this 
problem. Generally, Doctor Diagnosis patient 
through his tests, physical condition and 
patient’s history, the amount of information 
may be insufficient, contain uncertainty, 
information may be misleading. For better 
results, they apply machine learning 
techniques for better classification and they 
applied this to Wisconsin Madison breast 
cancer problem.

In study [2] it was discussed that the health 
care system in Pakistan beset with numerous 
problems- structural fragmentation, gender 
insensitivity, resource scarcity and lack of 
inaccessibility and inefficiency. The goal of 
Health System (HS) reforms is to improve the 
technical and allocative efficiency of health 
care system, enhance the quality of services 
and make system more equitable. It is the dire 
need to enhance the system, in order to, bring 
quality health in country. Structural problems 
of health care system also require attention. 
Under-utilization, lack of quality, and scarcity 
of human, financial and technical resources are 
persistent problems. In short, Pakistan is in a 
need of a far- changing health sector reforms.

In [3] it was discussed about how to improve 
trust of user in long-term archiving. Electronic 
health records (EHRs) is a good example of 
long-term stored data. Attackers may temper 
the data without being noticed. For this 
purpose, it is needed to be addressed as a 
public key infrastructure, which can be trusted 
worldwide. However, this may not be 

practically possible. In this article, a long-term 
evaluation of Trust (LoT) is introduced which 
is reputation based, which alleviate the 
required trust assumptions. In this system, each 
document is signed periodically after some 
time. This is renewal procedure. This renewal 
depends upon date and time. If the document is 
signed through trusted time-stamp authority, it 
will be updated periodically. If a person wants 
to check whether its document is saved so, 
he/she will be retrieved with updated 
document. 

In [4], [5], [6] and [10] the comparison of 
developed countries regarding health was 
carried out to show the reality that why 
Pakistan lack in healthcare system. China, 
Singapore, and USA improved a lot in 
healthcare system and facilitated their people. 
They have designed such systems to renovate 
the healthcare problems and letting the people 
know about diseases. These countries allocate 
a lot of budget of GDP to health. Bad 
governance, budget allocation, use of modern 
technology and usage of allocated budget 
properly is discussed in details. 

In [7] the challenge of Private healthcare 
system is discussed in detail and it was found 
that the level and quality of care remains 
questionable in healthcare system. The result is 
low usage of public services when factors i.e. 
trust, perceived quantity, access, cost etc. are 
found weak. Pakistan has established a room 
for private sector to furnish and it is operating 
to play weakness in health care delivery to the 
poor people. Private sector has demonstrated 
great deal of responsiveness, hence winning 
the trust of clients. Pakistan is challenging the 
poor performance of health care system. 
Investments of government remained low. 
1:1099 is doctor to patient ratio and 1:1647 is 

one bed to patient ratio in hospitals. The myth 
that the private health sector is an unimportant 
part in Pakistan has proven to be wrong. 
Private sector provides majority of the health 
care. It is undoubted fact that the major support 
to private sector is given by the government 
physicians practicing in the private arena.

In [8] it was discussed the comparisons of 
private and public hospitals. It was checked 
that public hospitals lack some fundamental 
facilities for the patients. Health sector of 
Pakistan is a mixed system of public, private, 
formal/non-formal and modern faith-based, all 
co-existing.  The health indicators of Pakistan 
show a high population growth rate, gradually 
declining infant and maternal mortality rates. 
These indicators are not even good to be 
compared with neighboring countries. Budget 
allocated is also very low as per the 
requirements. By 2013, the number of 
hospitals are 1096, Basic Health Units 5527, 
Rural health centers 650, 5310 dispensaries, 
167,759 doctors, 13,716 dentists, 86,183 
nurses. There are 1099 patients per doctor and 
13,411 patients for one dentist. On average 
1647 persons per bed.

In [15], an authentic model has been proposed 
using cloud and sensor based network for trust 
and reputation based. In [16], they have 
proposed intelligent fuzzy logic system in 
network for reputation based model. In [17], 
different trust based reputation algorithm are 
used. In [18], using mobile sensor network an 
intelligent data gathering and efficient routing 
algorithm is used. In [19], for online reputation 
they introduced new framework that is based 
on fuzzy logic. In [20],  sensing system 
introduced based on trust.

We need to make sure the quality and safety of 

services. Many private hospitals in developing 
countries have problems. But Private hospitals 
are not the ultimate solution to cater with 
health problems and also there is a grave 
problem of trust in Pakistan. There is no online 
system available that can gather feedback from 
community through automated way and 
disseminate information to the people. This 
information would help them finding right 
place for their medical care. 

3. Methodology

It is identified in the previous section that there 
exist a problem of trust regarding medical 
treatment. For this purpose, we have developed 
a reputation-based feedback system, in order 
to, facilitate people. In the first phase, we have 
conducted a survey from people related to 
different communities in the form of 
questionnaire. However, results of survey were 
too much surprising.  People used to prefer 
private hospitals over public hospitals even for 
major as well as for minor diseases. This is an 
alarming situation for country whose 
population is now more than 200 million. 

       We started our survey by incorporating 
google forms in our methodology. Google 
forms helps you to get people opinions in this 
busy world. So, we added four basic and 
comprehensive short questions for the survey 
and then we selected 500 most matured people 
around us and sent them the link of google 
forms. Based on their answers we have 
following .

In our first question, we asked people if they 
prefer private hospitals or public hospitals. 
More than 75% opted for private hospitals. The 
result is shown in Fig.01. 

Fig.01. Feedback of 1st Question

Therefore it is clear, that public hospitals do 
not have much capability to attract patients. 
This is due to lack of poor management and 
medical treatment.

In our second question, we had asked about the 
preference of public hospitals over private 
hospitals for the treatment of minor disease. 
The result has been shown in Fig.02. The result 
shows that more than 60% people prefer 
Private hospitals.

Fig.02. Feedback of 2nd Question

However, the results are even more surprising 
when we had asked either to prefer public 
hospitals over private hospitals for deadly 
diseases. Approximately 70% of surveyors do 
not willing to go to the public hospitals for the 
treatment of deadly diseases like Cancer, 
Hepatitis etc. The result has been shown in 
Fig.03. 

Fig.03. Feedback of 3rd Question

The last question was to rate the current 
healthcare standard in Pakistan from Highest 
(5) to the Lowest (1). 

Fig.04. Feedback of 4th Question

4. Proposed Solution

Keeping in view of the aforementioned 
feedbacks from our survey, we have developed 
a Reputation-based trust management system 
for improving public health care institutions in 
Pakistan. This is a web-based system that is 
user-friendly and can be accessible via our 
URL (www.rbhcs.net).

4.1. How this system will work?

This system carries a main feature of feedback. 
Feedback will enhance the capacity of system 
as it will get reviews of patients who are being 
checked up and are treated. Patients would be 
asked few questions when they visit a certain 
hospital for the treatment of deadly diseases 

like Ccancer, Hepatitis etc. In this system, the 
user will be given a form in which he/she has 
to give his/her particulars and answers to the 
questions asked in the form. Based on the 
results generated by these questions, an 
individual feedback is created. This feedback 
has a numerical value associated with it. 
Therefore, through this process, a unique 
feedback is generated which includes a 
particular hospital and a particular disease. The 
overall feedback from a number of patients 
helps in generating the hospital rating. Top 
rated hospital would be at the top of list for a 
particular disease. The system will be able to 
rate the diseases and will rate the doctors and 
hospital on the basis of their performance. 
Fig.04. shows our web-based reputation 
feedback system for health care.

Fig.05 Our Proposed Reputation-based 
feedback system

Fig.05 shows following features which 
includes Rating and Feedback tab. A person 
after getting treatment from the Hospital will 
give feedback on his/her treatment. On the 
basis of cumulative feedback from a number of 
patients visiting a certain hospital, ratings 
would be generated. 

5. RESULTS

If a person wants to get information of medical 

treatment for a particular disease, he or she will 
simply click on Disease tab and eventually get 
rating of hospital based on its performance. 
Fig.06 shows the Disease tab used by a person 
looking for treatment for a disease.

Fig.06 Disease Tab provides information 
about Hospitals

Let say, for example, a person is suffering from 
cancer and want to get information about 
well-reputed hospital treated cancer. Through 
clicking on the Disease tab, results of hospitals 
are shown on the basis of rating generated 
through feedback system. Fig.07 shows 
hospitals rating generated for Cancer disease 
treatment.

Fig.07. List of Hospitals according to ratings

The patient will be allowed to give his/her 
opinion about the doctors, staff and the 
hospital via this feedback form and rate the 
hospital and disease to tell the future patients 
whether they should come here or not? This 
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will increase a level of competition amongst 
the hospital and they will try to convince the 
patient by providing him/her the best of 
facilities they can.

 
Fig 08. Web-based Feedback Form

In Fig.08, a web-based feedback form has been 
created for our system. The Patient visiting 
hospital must fill this feedback form. Several 
questions can be asked from the patient. Some 
questions are generic, others may be specific to 
the disease.

In this way, the system will give opportunity to 
the patients to give their precious opinions and 
will let them help administration to improve 
the healthcare system. 

6. Conclusion & Future Work

Pakistan is an emerging state in the world and 
with the passage of time population of Pakistan 
is also increasing. Increase in population also 
increases the demand of healthcare system. 
This increasing demand of healthcare facilities 
has become a question when no praise worthy 
facilities is given to the people by the 
government which is responsible for it. In our 
research, we have developed an online health 
care system. This system actually works on 
reputation of hospitals that comes after the 
feedback from the community resulting in 
enhancement of trust of people. 
In the future, we will work on development of 

Android-based application that would help 
people finding right medical care center for 
their treatment. We will also improve our 
existing system by adding some new features 
like online doctor help, Doctor-Patient trust 
etc. Feedback system is used to maintain a 
record of hospitals, diseases and the 
administration to improve the standard of 
medical treatment when it comes to the phase 
of competition. There is a dire need to put 
proper check and balance in our healthcare 
system if at all we want to improve it. 
Feedback system will benefit us in doing so. 
This research will help a lot in bringing 
improvement in the health sector of Pakistan.
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essential role as the significant foundation of 
cloud suppliers, for example, Google, 
Microsoft Azure and Amazon. Data centres 
provide the utility of computing services to 
software service providers who further provide 
the application services to end users through 
Internet [1]. 

This service called Software as a Service 
(SaaS), and the former service has recently 
been called Infrastructure as a Service (IaaS). 
With a specific end goal to exploit figuring and 
capacity assets gave by cloud framework 
suppliers, information proprietors outsource an 
ever increasing number of information to the 
server farms through cloud specialist 
organizations, much the same as the online 
stockpiling specialist co-op, which are not 
completely trusted by information proprietors.  
As a general information structure to depict the 
connection between substances, the chart has 
been progressively used to demonstrate 
entangled structures and composition, for 
example, the individual interpersonal 
organization (the social diagram), the social 
information base, for the security of clients' 
protection; this critical information must be 
encoded before outsourcing it to the cloud, 
besides information should be shared among 
confided in accomplices to all associations. 
There has been a great deal of assaults on cloud 
computing and this paper talks about such 
assaults alongside its answers [2].

1.1 Cloud Information Security 
Services

The cloud computing comprises of the 
following information security services: 

Confidentiality:

A standard programming seller can be a 
resource person to ensure services to various 

supportive organizations of cloud with 
security. We can get to associations and can 
change cloud benefits through an online 
control board or direct with the supplier. We 
can likewise consolidate or erase clients and 
change collecting structures and programming 
as required.

1.1.1 Integrity:

Access of business administration 
arrangements utilizing our advanced mobile 
phones, tablets, PCs, and office PCs is 
conceivable in such manner. We can use these 
devices wherever we are linked with a direct 
online access point. This adaptability is 
especially engaging for affiliations so that 
amidst business hours or off-times, workers 
can remain over contracts and clients whether 
they are out on the town or in the workplace.

1.1.2 Availability:

Availability of utilizing information regarding 
internal business administration and dealing 
with the software meantime from any place are 
also the provision given to the representatives 
through cloud.

1.1.3 Authentication:

Another useful administration is the 
adaptability of the cloud adaptable as well as 
versatility to suit our business needs. We can 
likewise rapidly and effectively include or 
expel clients, software highlights, and different 
assets.

1.1.4 Non-repudiation:

Retreating to the direct thought of the cloud, 
we pay for what we use. We and our cloud 
provider can measure limit levels, manage 
speed and the amount of customer records and 
we are charged reasonably [4].

2. Types of Cloud 

There are three basic types of cloud 
computing.

2.1 Public Cloud: It allows administrations 
and frameworks to be open to the overall 
population. Not with standing, open cloud 
might be less secure in view of its 
transparency.

2.2 Private Cloud: This cloud enables the 
administrations to get open inside an 
association. It is more secured on account of its 
private nature.
 
2.3 Hybrid Cloud: This type of cloud is a mix 
of open and private cloud in which the private 
cloud performs essential activities while other 
non-fundamental activities are performed by 
using public cloud [5].

Fig.1: Structure of cloud security and types

3. Cloud Computing-Architecture

The design includes numerous cloud parts in 
cloud computing, which are coupled together. 
Comprehensively we can separate the cloud 
design into two sections: Front End and Back 
End. Every end is associated through a system, 
generally Internet.

These services are broadly divided into three 
categories: 
1. IaaS (Infrastructure-as-a-Service) 
2. PaaS (Platform-as-a-Service) 
3. SaaS (Software-as-a-Service) 

Fig2: Three categories of cloud services

3.1 Infrastructure-As-A-Service (IAAS): 

It assigns virtual servers with specific IP's and 
storage capacity on request. Clients can pay for 
precisely the measure of administration they 
utilize, as for power or water; this 
administration is additionally known as utility 
computing.

3.2 Platform-As-A-Service (PAAS):

This service consists of the arrangement of 
developing tools and conceptual programming 
facilitated on the supplier's servers. Google 
Apps is a standout amongst the most well 
known Platform-as-a-Service suppliers. There 
is a possibility that some persons can provide 
equipment (as in IaaS) not withstanding a 
particular measure of programming, for 
instance, coordination into an average game 
plan of programming limits or databases as a 
foundation whereupon we can gather our 
application. Platform as a Service (PaaS) is 
application headway and association arrange 
passed on as a help of various specialists 
around the globe.

3.3 Software-As-A-Service (SAAS):

SaaS is considered as a broadest market 
expending energy of all. For this situation the 
supplier permits the client just to utilize its 
applications. The product cooperates with the 
client through a UI.

These applications can be anything from web 
based email, to applications like Twitter or 
Last.fm. It can occur in a situation that 
somebody can facilitate us with a set of 
software that we cannot take control of 
however pay for some component of usage by 
the client or some other sort of utilization 
premise. We don't need to do any 
improvement, yet we may need to come in and 
arrange the (exceptionally adaptable, 
configurable and at times customization) 
programming. In the meantime, nations don't 
have intensive framework security system. 
There is no strict execution of measures for 
arranging security organization; however, this 
is a basic approach behind the increase of 
framework security keeping in see the typical 
sorts of framework security perils [6].

4. Security in Cloud Computing

The cloud is the conveyance of on-request 
registering assets on a compensation for on 
request benefits. Henceforth, security is a 
noteworthy issue in distributed computing in 
light of the fact that everything is dealt with by 
an outsider. [10]

4.1 A. Security issues: 

Two levels of cloud computing security must 
be considered essential which is on the 
customer level and on provider level. The 
authority centre ought to guarantee that the 
server is particularly secured from several 
threats externally it may go over.

A cloud is great at whatever point great 
security is given by the specialist organization. 
The cloud specialist co-op for cloud guarantees 
that the customer does not go up against any 
issue, for instance, loss of data or data theft. At 
the point when a malevolent client gets to the 
cloud as a true blue client, security of the cloud 
is most likely in threat, therefore, tainting the 
whole cloud and it prompts influence 
numerous clients who are sharing the uncertain 
cloud. Three types of issues are raised while 
discussing the security of a cloud, these are:

1. Data issues
2. Secrecy issues 
3. Infected Application 

Data Issues: Delicate information in a cloud 
computing condition develops as a noteworthy 
issue in regard to security in a cloud based 
framework. With this at any point information 
is on the cloud allowing anyone from anyplace 
and whenever to get it. This happens in light of 
the fact that information might be normal, 
private and delicate information in a cloud. 
Accordingly, numerous cloud computing 
administration shopper and supplier gets to and 
adjusts the information. In this manner there is 
a need of a few information trustworthiness 
strategies in cloud computing. Besides, 
information taking is another significant worry 
in a cloud computing condition. Numerous 
cloud specialist co-ops don't give their own 
particular server rather they gain server from 
other specialist co-ops as it is financially savvy 
and adaptable for performing activities and for 
the cloud supplier. In this way, there exists a 
chance of that the information can be stolen 
from the outer server.

Information misfortune is also a third issue in 
cloud computing. On the off chance that the 
cloud computing specialist co-op close down 
his administrations because of some budgetary 

or lawful issue, at that point there will be lost 
information for the client. In addition, 
information can be lost or harm or undermined 
because of any startling incident like 
catastrophic event, and blast scrutinizing the 
availability of information to the clients. 

Fourthly, data region is one of the factors that 
moreover require focus in a distributed 
computing condition. It should be direct to 
customer. Vender does not disclose where 
entire data is secured.

Privacy Issues: Confidentiality is very 
important in cloud computing because 
everything is handled by a third party so 
service providers of cloud computing must 
ensure that a client's close to home data is all 
around secured from different suppliers, user 
and the customers.. A customer can scramble 
information put away on a cloud to guarantee 
protection, yet this isn't conceivable. A large 
portion of the cloud computing is as virtual 
machines where a customer calculation is 
executing. As the majority of the servers are 
outside, the cloud specialist co-op should 
ensure who is getting to the information and 
who is keeping up the server with the goal that 
it empowers the supplier to secure the client's 
close to home data [5].

Infected Application: Cloud computing 
authority centre should have complete access 
to the server with all rights to screen and 
support of server. This will shield any toxic 
customer from exchanging any polluted 
application onto the cloud, which will to a 
great degree impact the customer and 
appropriated processing organization.

5. B. Security Issue Solutions: 
Find Key Cloud Provider

Distinctive sellers have diverse cloud IT 

security and information administration so the 
principal thing is to discover the correct cloud 
supplier. A cloud seller ought to be settled, 
have involvement, measures and control.
Clear Contract: 

Recuperation Facilities are an unquestionable 
requirement for guaranteeing information 
security. Recuperation offices to be assigned to 
cloud merchants because though the 
information is misplaced there can be 
recuperated and coherence of information 
available immediately in certain cases. 

Clarity in contract with cloud merchant should 
exist so that if the cloud seller closes before 
contract, endeavour can guarantee.

5.1 Better Enterprise Infrastructure: 

Encouragement of equipment segments must 
be taken as a part of enterprise, for instance, 
switches, firewalls, programming and servers. 
This includes the working structure, clients 
and framework protecting against various 
cyber attacks. [8]

5.2 Use of Data Encryption for security 
purpose: 

Information Encryption gives information that 
is scrambled enough to the security designers, 
additional security from big business isn't 
required and all security loads rely on cloud 
merchant. IT pioneers must describe key 
security parts to know where the data 
encryption is required [9].

5.3 Data Flowchart Preparation: 

There ought to be a flowchart of information 
this will assist the IT administrators with 
understanding providing information for each 
circumstances, where it is being secured and 

where it is being shared [7].

6. Conclusion and Future Scope 

The area of cloud computing has this 
combination of major advancements that have 
been created consistently. It has a potential for 
holding assets to the endeavours however the 
security risk is also massive. Attempt to 
explore appropriated development is also a 
way to deal with cost reduction and 
productivity should truly separate the security 
risks. Data theft issues of dispersed systems 
should also be catered. The quality of 
information in organization is the ability to 
supervise more effectively from a joined point 
of view in cloud computing. Despite the fact 
that it can be seen as a marvel set to alter the 
way that Internet is utilized, there is much to be 
mindful about. The paper thus discusses the 
possible measures to deal with the security 
assaults on cloud and open doors for 
researchers to implement such ideas 
technically to enhance the security by all 
means.
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14900 individuals and one clinic bed for 1503 
people. This demonstrates a reasonable photo 
of our limitlessly denied well-being area. [14]

A substantial total of the financial backing is 
being spent on the therapeutic care and clinic 
cost in a situation where 33% of the populace, 
in Pakistan live beneath the destitution line and 
well-being offices remain broadly blocked off 
to the masses. Likewise, Pakistan has more 
than 98% out of the pocket well-being 
consumptions, where as more than 75% visits 
private Hospitals for human services. National 
general well-being consumption is $4 per 
capita while add up to use on well-being is $18 
per capita. This mirrors the immense share of 
private medicinal services burning through 
(75.6%). Social medical coverage covers just 
5% of the populace yet speaks to 40% of the 
elected and common government spending on 
well-being [14]. We have studied that patients 
die due to late arrival of doctors, due to faulty 
operation techniques and rude behavior of 
administration and due to lack of cooperation 
of hospital management.  48 Millions Has been 
allocated for the health care system for the year 
2017 including the National program on health 
by the Federal Government of Pakistan. As 
after 18th amendment health is now provincial 
issue and the provincial governments allocated 
budgets accordingly.

There is no mature online system available that 
can provide ease to the people suffered from 
deadly diseases. There is no online helpline 
available that can guide people from rural and 
urban areas to find right place for their medical 
treatment. It is possible only when we would 
have available online feedback management 
system that can rate public medical facilities 
according to their performances and feedbacks 
from the patient visitors. Many hospitals are 

using web portals these days. However, these 
hospitals do not have such portal which can 
rate the doctors and administration of public 
hospitals via some feedback mechanism. For 
this purpose, in this article, we have proposed a 
system that will rate public hospitals, doctors, 
and the hospital management through feedback 
system. This system would run a reputation 
algorithm that would based on a trust 
management system. This system, in turn, 
would be able to generate true ratings of all the 
hospitals that are included in our system. These 
ratings help people in choosing right hospital 
for their deadly disease. This kind of feedback 
system has not been implemented yet in any 
medical institution within Pakistan.

The rest of the Paper is divided as follows: 
Section 2 describes the previous work on this 
research. Section 3 explains the methodology 
that is adapted in this research. Section 4 
discussed the proposed solution that was 
developed during the research. Section 5 
shows the results of our work. Section 6 
concludes our work and future directions is 
given.

2. Related Work

 Researchers [1] have measured 
Patient’s expectations, perceptions and their 
experiences with health care system are the 
main determinants of patient’s satisfaction. 
These domains are interconnected. Three 
categories of patient expectation include 
background expectation, interaction 
expectations, and action expectations. These 
expectations are affected by patient 
characteristics i.e. age, sex; ethnicity etc. Older 
people have lower expectations thus likely to 
be more satisfied with health care. Gender was 
found to be an inconsistent predictor of patient 

1. Introduction

 Since late 90s and even today, 
academicians, web developers, solution 
architects involved in web development use 
the symbol of cloud to represent internet on 
board or on a paper. The most broadly utilized 
analogy for internet is cloud. Cloud computing 
is another and inventive innovation being 
utilized as a part of the present business 

situation. With cloud computing, customers 
don't need to make a huge amount of 
investment in managing the hardware 
requirements. Rather, they can make 
utilization of the exact sort and size of 
processing assets that will be required to help 
their new and splendid thoughts or to work any 
IT departmental errands. With cloud 
computing, we can access the same number of 
assets as we require, in a split second, and pay 
for what we utilize. In the inexorably common 
cloud computing, datacentres assume an 

1. Introduction

 Health is wealth, is common and 
the most known phrase in the world. Health 
carries most marks when it comes grading the 
life. If we do not have good health we carry 
nothing but loss. Therefore, it is indeed the best 
thing one can have in shape of good life. Good 
health eventually contributes towards the 
progress of country as people with sound 
health mentally and physically will be 
productive and beneficial for the economy of 

country as man power contributes a lot. The 
explanation behind quick spread of epidemic 
diseases in Pakistan incorporate packed urban 
areas, dangerous drinking water, deficient 
sanitation, poor financial conditions, low 
well-being mindfulness and insufficient 
immunization scope. Just about 60 million 
individuals in this nation do not have 
admittance to essential well-being offices. In 
addition, 90 million individuals have no 
fundamental sanitation. There is one specialist 
for 1,837 individuals, one dental practitioner 
for 46,498 people. One essential tends to 

satisfaction, females tend to be lesser satisfied. 
People from the low social class were found to 
be more satisfied. 

In the research [8] K-Nearest Neighbor 
algorithm was used which gives 1.7% better 
result than the other techniques used for this 
problem. Generally, Doctor Diagnosis patient 
through his tests, physical condition and 
patient’s history, the amount of information 
may be insufficient, contain uncertainty, 
information may be misleading. For better 
results, they apply machine learning 
techniques for better classification and they 
applied this to Wisconsin Madison breast 
cancer problem.

In study [2] it was discussed that the health 
care system in Pakistan beset with numerous 
problems- structural fragmentation, gender 
insensitivity, resource scarcity and lack of 
inaccessibility and inefficiency. The goal of 
Health System (HS) reforms is to improve the 
technical and allocative efficiency of health 
care system, enhance the quality of services 
and make system more equitable. It is the dire 
need to enhance the system, in order to, bring 
quality health in country. Structural problems 
of health care system also require attention. 
Under-utilization, lack of quality, and scarcity 
of human, financial and technical resources are 
persistent problems. In short, Pakistan is in a 
need of a far- changing health sector reforms.

In [3] it was discussed about how to improve 
trust of user in long-term archiving. Electronic 
health records (EHRs) is a good example of 
long-term stored data. Attackers may temper 
the data without being noticed. For this 
purpose, it is needed to be addressed as a 
public key infrastructure, which can be trusted 
worldwide. However, this may not be 

practically possible. In this article, a long-term 
evaluation of Trust (LoT) is introduced which 
is reputation based, which alleviate the 
required trust assumptions. In this system, each 
document is signed periodically after some 
time. This is renewal procedure. This renewal 
depends upon date and time. If the document is 
signed through trusted time-stamp authority, it 
will be updated periodically. If a person wants 
to check whether its document is saved so, 
he/she will be retrieved with updated 
document. 

In [4], [5], [6] and [10] the comparison of 
developed countries regarding health was 
carried out to show the reality that why 
Pakistan lack in healthcare system. China, 
Singapore, and USA improved a lot in 
healthcare system and facilitated their people. 
They have designed such systems to renovate 
the healthcare problems and letting the people 
know about diseases. These countries allocate 
a lot of budget of GDP to health. Bad 
governance, budget allocation, use of modern 
technology and usage of allocated budget 
properly is discussed in details. 

In [7] the challenge of Private healthcare 
system is discussed in detail and it was found 
that the level and quality of care remains 
questionable in healthcare system. The result is 
low usage of public services when factors i.e. 
trust, perceived quantity, access, cost etc. are 
found weak. Pakistan has established a room 
for private sector to furnish and it is operating 
to play weakness in health care delivery to the 
poor people. Private sector has demonstrated 
great deal of responsiveness, hence winning 
the trust of clients. Pakistan is challenging the 
poor performance of health care system. 
Investments of government remained low. 
1:1099 is doctor to patient ratio and 1:1647 is 
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one bed to patient ratio in hospitals. The myth 
that the private health sector is an unimportant 
part in Pakistan has proven to be wrong. 
Private sector provides majority of the health 
care. It is undoubted fact that the major support 
to private sector is given by the government 
physicians practicing in the private arena.

In [8] it was discussed the comparisons of 
private and public hospitals. It was checked 
that public hospitals lack some fundamental 
facilities for the patients. Health sector of 
Pakistan is a mixed system of public, private, 
formal/non-formal and modern faith-based, all 
co-existing.  The health indicators of Pakistan 
show a high population growth rate, gradually 
declining infant and maternal mortality rates. 
These indicators are not even good to be 
compared with neighboring countries. Budget 
allocated is also very low as per the 
requirements. By 2013, the number of 
hospitals are 1096, Basic Health Units 5527, 
Rural health centers 650, 5310 dispensaries, 
167,759 doctors, 13,716 dentists, 86,183 
nurses. There are 1099 patients per doctor and 
13,411 patients for one dentist. On average 
1647 persons per bed.

In [15], an authentic model has been proposed 
using cloud and sensor based network for trust 
and reputation based. In [16], they have 
proposed intelligent fuzzy logic system in 
network for reputation based model. In [17], 
different trust based reputation algorithm are 
used. In [18], using mobile sensor network an 
intelligent data gathering and efficient routing 
algorithm is used. In [19], for online reputation 
they introduced new framework that is based 
on fuzzy logic. In [20],  sensing system 
introduced based on trust.

We need to make sure the quality and safety of 

services. Many private hospitals in developing 
countries have problems. But Private hospitals 
are not the ultimate solution to cater with 
health problems and also there is a grave 
problem of trust in Pakistan. There is no online 
system available that can gather feedback from 
community through automated way and 
disseminate information to the people. This 
information would help them finding right 
place for their medical care. 

3. Methodology

It is identified in the previous section that there 
exist a problem of trust regarding medical 
treatment. For this purpose, we have developed 
a reputation-based feedback system, in order 
to, facilitate people. In the first phase, we have 
conducted a survey from people related to 
different communities in the form of 
questionnaire. However, results of survey were 
too much surprising.  People used to prefer 
private hospitals over public hospitals even for 
major as well as for minor diseases. This is an 
alarming situation for country whose 
population is now more than 200 million. 

       We started our survey by incorporating 
google forms in our methodology. Google 
forms helps you to get people opinions in this 
busy world. So, we added four basic and 
comprehensive short questions for the survey 
and then we selected 500 most matured people 
around us and sent them the link of google 
forms. Based on their answers we have 
following .

In our first question, we asked people if they 
prefer private hospitals or public hospitals. 
More than 75% opted for private hospitals. The 
result is shown in Fig.01. 

Fig.01. Feedback of 1st Question

Therefore it is clear, that public hospitals do 
not have much capability to attract patients. 
This is due to lack of poor management and 
medical treatment.

In our second question, we had asked about the 
preference of public hospitals over private 
hospitals for the treatment of minor disease. 
The result has been shown in Fig.02. The result 
shows that more than 60% people prefer 
Private hospitals.

Fig.02. Feedback of 2nd Question

However, the results are even more surprising 
when we had asked either to prefer public 
hospitals over private hospitals for deadly 
diseases. Approximately 70% of surveyors do 
not willing to go to the public hospitals for the 
treatment of deadly diseases like Cancer, 
Hepatitis etc. The result has been shown in 
Fig.03. 

Fig.03. Feedback of 3rd Question

The last question was to rate the current 
healthcare standard in Pakistan from Highest 
(5) to the Lowest (1). 

Fig.04. Feedback of 4th Question

4. Proposed Solution

Keeping in view of the aforementioned 
feedbacks from our survey, we have developed 
a Reputation-based trust management system 
for improving public health care institutions in 
Pakistan. This is a web-based system that is 
user-friendly and can be accessible via our 
URL (www.rbhcs.net).

4.1. How this system will work?

This system carries a main feature of feedback. 
Feedback will enhance the capacity of system 
as it will get reviews of patients who are being 
checked up and are treated. Patients would be 
asked few questions when they visit a certain 
hospital for the treatment of deadly diseases 

like Ccancer, Hepatitis etc. In this system, the 
user will be given a form in which he/she has 
to give his/her particulars and answers to the 
questions asked in the form. Based on the 
results generated by these questions, an 
individual feedback is created. This feedback 
has a numerical value associated with it. 
Therefore, through this process, a unique 
feedback is generated which includes a 
particular hospital and a particular disease. The 
overall feedback from a number of patients 
helps in generating the hospital rating. Top 
rated hospital would be at the top of list for a 
particular disease. The system will be able to 
rate the diseases and will rate the doctors and 
hospital on the basis of their performance. 
Fig.04. shows our web-based reputation 
feedback system for health care.

Fig.05 Our Proposed Reputation-based 
feedback system

Fig.05 shows following features which 
includes Rating and Feedback tab. A person 
after getting treatment from the Hospital will 
give feedback on his/her treatment. On the 
basis of cumulative feedback from a number of 
patients visiting a certain hospital, ratings 
would be generated. 

5. RESULTS

If a person wants to get information of medical 

treatment for a particular disease, he or she will 
simply click on Disease tab and eventually get 
rating of hospital based on its performance. 
Fig.06 shows the Disease tab used by a person 
looking for treatment for a disease.

Fig.06 Disease Tab provides information 
about Hospitals

Let say, for example, a person is suffering from 
cancer and want to get information about 
well-reputed hospital treated cancer. Through 
clicking on the Disease tab, results of hospitals 
are shown on the basis of rating generated 
through feedback system. Fig.07 shows 
hospitals rating generated for Cancer disease 
treatment.

Fig.07. List of Hospitals according to ratings

The patient will be allowed to give his/her 
opinion about the doctors, staff and the 
hospital via this feedback form and rate the 
hospital and disease to tell the future patients 
whether they should come here or not? This 
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will increase a level of competition amongst 
the hospital and they will try to convince the 
patient by providing him/her the best of 
facilities they can.

 
Fig 08. Web-based Feedback Form

In Fig.08, a web-based feedback form has been 
created for our system. The Patient visiting 
hospital must fill this feedback form. Several 
questions can be asked from the patient. Some 
questions are generic, others may be specific to 
the disease.

In this way, the system will give opportunity to 
the patients to give their precious opinions and 
will let them help administration to improve 
the healthcare system. 

6. Conclusion & Future Work

Pakistan is an emerging state in the world and 
with the passage of time population of Pakistan 
is also increasing. Increase in population also 
increases the demand of healthcare system. 
This increasing demand of healthcare facilities 
has become a question when no praise worthy 
facilities is given to the people by the 
government which is responsible for it. In our 
research, we have developed an online health 
care system. This system actually works on 
reputation of hospitals that comes after the 
feedback from the community resulting in 
enhancement of trust of people. 
In the future, we will work on development of 

Android-based application that would help 
people finding right medical care center for 
their treatment. We will also improve our 
existing system by adding some new features 
like online doctor help, Doctor-Patient trust 
etc. Feedback system is used to maintain a 
record of hospitals, diseases and the 
administration to improve the standard of 
medical treatment when it comes to the phase 
of competition. There is a dire need to put 
proper check and balance in our healthcare 
system if at all we want to improve it. 
Feedback system will benefit us in doing so. 
This research will help a lot in bringing 
improvement in the health sector of Pakistan.
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14900 individuals and one clinic bed for 1503 
people. This demonstrates a reasonable photo 
of our limitlessly denied well-being area. [14]

A substantial total of the financial backing is 
being spent on the therapeutic care and clinic 
cost in a situation where 33% of the populace, 
in Pakistan live beneath the destitution line and 
well-being offices remain broadly blocked off 
to the masses. Likewise, Pakistan has more 
than 98% out of the pocket well-being 
consumptions, where as more than 75% visits 
private Hospitals for human services. National 
general well-being consumption is $4 per 
capita while add up to use on well-being is $18 
per capita. This mirrors the immense share of 
private medicinal services burning through 
(75.6%). Social medical coverage covers just 
5% of the populace yet speaks to 40% of the 
elected and common government spending on 
well-being [14]. We have studied that patients 
die due to late arrival of doctors, due to faulty 
operation techniques and rude behavior of 
administration and due to lack of cooperation 
of hospital management.  48 Millions Has been 
allocated for the health care system for the year 
2017 including the National program on health 
by the Federal Government of Pakistan. As 
after 18th amendment health is now provincial 
issue and the provincial governments allocated 
budgets accordingly.

There is no mature online system available that 
can provide ease to the people suffered from 
deadly diseases. There is no online helpline 
available that can guide people from rural and 
urban areas to find right place for their medical 
treatment. It is possible only when we would 
have available online feedback management 
system that can rate public medical facilities 
according to their performances and feedbacks 
from the patient visitors. Many hospitals are 

using web portals these days. However, these 
hospitals do not have such portal which can 
rate the doctors and administration of public 
hospitals via some feedback mechanism. For 
this purpose, in this article, we have proposed a 
system that will rate public hospitals, doctors, 
and the hospital management through feedback 
system. This system would run a reputation 
algorithm that would based on a trust 
management system. This system, in turn, 
would be able to generate true ratings of all the 
hospitals that are included in our system. These 
ratings help people in choosing right hospital 
for their deadly disease. This kind of feedback 
system has not been implemented yet in any 
medical institution within Pakistan.

The rest of the Paper is divided as follows: 
Section 2 describes the previous work on this 
research. Section 3 explains the methodology 
that is adapted in this research. Section 4 
discussed the proposed solution that was 
developed during the research. Section 5 
shows the results of our work. Section 6 
concludes our work and future directions is 
given.

2. Related Work

 Researchers [1] have measured 
Patient’s expectations, perceptions and their 
experiences with health care system are the 
main determinants of patient’s satisfaction. 
These domains are interconnected. Three 
categories of patient expectation include 
background expectation, interaction 
expectations, and action expectations. These 
expectations are affected by patient 
characteristics i.e. age, sex; ethnicity etc. Older 
people have lower expectations thus likely to 
be more satisfied with health care. Gender was 
found to be an inconsistent predictor of patient 

1. Introduction

 Health is wealth, is common and 
the most known phrase in the world. Health 
carries most marks when it comes grading the 
life. If we do not have good health we carry 
nothing but loss. Therefore, it is indeed the best 
thing one can have in shape of good life. Good 
health eventually contributes towards the 
progress of country as people with sound 
health mentally and physically will be 
productive and beneficial for the economy of 

country as man power contributes a lot. The 
explanation behind quick spread of epidemic 
diseases in Pakistan incorporate packed urban 
areas, dangerous drinking water, deficient 
sanitation, poor financial conditions, low 
well-being mindfulness and insufficient 
immunization scope. Just about 60 million 
individuals in this nation do not have 
admittance to essential well-being offices. In 
addition, 90 million individuals have no 
fundamental sanitation. There is one specialist 
for 1,837 individuals, one dental practitioner 
for 46,498 people. One essential tends to 

satisfaction, females tend to be lesser satisfied. 
People from the low social class were found to 
be more satisfied. 

In the research [8] K-Nearest Neighbor 
algorithm was used which gives 1.7% better 
result than the other techniques used for this 
problem. Generally, Doctor Diagnosis patient 
through his tests, physical condition and 
patient’s history, the amount of information 
may be insufficient, contain uncertainty, 
information may be misleading. For better 
results, they apply machine learning 
techniques for better classification and they 
applied this to Wisconsin Madison breast 
cancer problem.

In study [2] it was discussed that the health 
care system in Pakistan beset with numerous 
problems- structural fragmentation, gender 
insensitivity, resource scarcity and lack of 
inaccessibility and inefficiency. The goal of 
Health System (HS) reforms is to improve the 
technical and allocative efficiency of health 
care system, enhance the quality of services 
and make system more equitable. It is the dire 
need to enhance the system, in order to, bring 
quality health in country. Structural problems 
of health care system also require attention. 
Under-utilization, lack of quality, and scarcity 
of human, financial and technical resources are 
persistent problems. In short, Pakistan is in a 
need of a far- changing health sector reforms.

In [3] it was discussed about how to improve 
trust of user in long-term archiving. Electronic 
health records (EHRs) is a good example of 
long-term stored data. Attackers may temper 
the data without being noticed. For this 
purpose, it is needed to be addressed as a 
public key infrastructure, which can be trusted 
worldwide. However, this may not be 

practically possible. In this article, a long-term 
evaluation of Trust (LoT) is introduced which 
is reputation based, which alleviate the 
required trust assumptions. In this system, each 
document is signed periodically after some 
time. This is renewal procedure. This renewal 
depends upon date and time. If the document is 
signed through trusted time-stamp authority, it 
will be updated periodically. If a person wants 
to check whether its document is saved so, 
he/she will be retrieved with updated 
document. 

In [4], [5], [6] and [10] the comparison of 
developed countries regarding health was 
carried out to show the reality that why 
Pakistan lack in healthcare system. China, 
Singapore, and USA improved a lot in 
healthcare system and facilitated their people. 
They have designed such systems to renovate 
the healthcare problems and letting the people 
know about diseases. These countries allocate 
a lot of budget of GDP to health. Bad 
governance, budget allocation, use of modern 
technology and usage of allocated budget 
properly is discussed in details. 

In [7] the challenge of Private healthcare 
system is discussed in detail and it was found 
that the level and quality of care remains 
questionable in healthcare system. The result is 
low usage of public services when factors i.e. 
trust, perceived quantity, access, cost etc. are 
found weak. Pakistan has established a room 
for private sector to furnish and it is operating 
to play weakness in health care delivery to the 
poor people. Private sector has demonstrated 
great deal of responsiveness, hence winning 
the trust of clients. Pakistan is challenging the 
poor performance of health care system. 
Investments of government remained low. 
1:1099 is doctor to patient ratio and 1:1647 is 

one bed to patient ratio in hospitals. The myth 
that the private health sector is an unimportant 
part in Pakistan has proven to be wrong. 
Private sector provides majority of the health 
care. It is undoubted fact that the major support 
to private sector is given by the government 
physicians practicing in the private arena.

In [8] it was discussed the comparisons of 
private and public hospitals. It was checked 
that public hospitals lack some fundamental 
facilities for the patients. Health sector of 
Pakistan is a mixed system of public, private, 
formal/non-formal and modern faith-based, all 
co-existing.  The health indicators of Pakistan 
show a high population growth rate, gradually 
declining infant and maternal mortality rates. 
These indicators are not even good to be 
compared with neighboring countries. Budget 
allocated is also very low as per the 
requirements. By 2013, the number of 
hospitals are 1096, Basic Health Units 5527, 
Rural health centers 650, 5310 dispensaries, 
167,759 doctors, 13,716 dentists, 86,183 
nurses. There are 1099 patients per doctor and 
13,411 patients for one dentist. On average 
1647 persons per bed.

In [15], an authentic model has been proposed 
using cloud and sensor based network for trust 
and reputation based. In [16], they have 
proposed intelligent fuzzy logic system in 
network for reputation based model. In [17], 
different trust based reputation algorithm are 
used. In [18], using mobile sensor network an 
intelligent data gathering and efficient routing 
algorithm is used. In [19], for online reputation 
they introduced new framework that is based 
on fuzzy logic. In [20],  sensing system 
introduced based on trust.

We need to make sure the quality and safety of 

services. Many private hospitals in developing 
countries have problems. But Private hospitals 
are not the ultimate solution to cater with 
health problems and also there is a grave 
problem of trust in Pakistan. There is no online 
system available that can gather feedback from 
community through automated way and 
disseminate information to the people. This 
information would help them finding right 
place for their medical care. 

3. Methodology

It is identified in the previous section that there 
exist a problem of trust regarding medical 
treatment. For this purpose, we have developed 
a reputation-based feedback system, in order 
to, facilitate people. In the first phase, we have 
conducted a survey from people related to 
different communities in the form of 
questionnaire. However, results of survey were 
too much surprising.  People used to prefer 
private hospitals over public hospitals even for 
major as well as for minor diseases. This is an 
alarming situation for country whose 
population is now more than 200 million. 

       We started our survey by incorporating 
google forms in our methodology. Google 
forms helps you to get people opinions in this 
busy world. So, we added four basic and 
comprehensive short questions for the survey 
and then we selected 500 most matured people 
around us and sent them the link of google 
forms. Based on their answers we have 
following .

In our first question, we asked people if they 
prefer private hospitals or public hospitals. 
More than 75% opted for private hospitals. The 
result is shown in Fig.01. 

Fig.01. Feedback of 1st Question

Therefore it is clear, that public hospitals do 
not have much capability to attract patients. 
This is due to lack of poor management and 
medical treatment.

In our second question, we had asked about the 
preference of public hospitals over private 
hospitals for the treatment of minor disease. 
The result has been shown in Fig.02. The result 
shows that more than 60% people prefer 
Private hospitals.

Fig.02. Feedback of 2nd Question

However, the results are even more surprising 
when we had asked either to prefer public 
hospitals over private hospitals for deadly 
diseases. Approximately 70% of surveyors do 
not willing to go to the public hospitals for the 
treatment of deadly diseases like Cancer, 
Hepatitis etc. The result has been shown in 
Fig.03. 

Fig.03. Feedback of 3rd Question

The last question was to rate the current 
healthcare standard in Pakistan from Highest 
(5) to the Lowest (1). 

Fig.04. Feedback of 4th Question

4. Proposed Solution

Keeping in view of the aforementioned 
feedbacks from our survey, we have developed 
a Reputation-based trust management system 
for improving public health care institutions in 
Pakistan. This is a web-based system that is 
user-friendly and can be accessible via our 
URL (www.rbhcs.net).

4.1. How this system will work?

This system carries a main feature of feedback. 
Feedback will enhance the capacity of system 
as it will get reviews of patients who are being 
checked up and are treated. Patients would be 
asked few questions when they visit a certain 
hospital for the treatment of deadly diseases 

like Ccancer, Hepatitis etc. In this system, the 
user will be given a form in which he/she has 
to give his/her particulars and answers to the 
questions asked in the form. Based on the 
results generated by these questions, an 
individual feedback is created. This feedback 
has a numerical value associated with it. 
Therefore, through this process, a unique 
feedback is generated which includes a 
particular hospital and a particular disease. The 
overall feedback from a number of patients 
helps in generating the hospital rating. Top 
rated hospital would be at the top of list for a 
particular disease. The system will be able to 
rate the diseases and will rate the doctors and 
hospital on the basis of their performance. 
Fig.04. shows our web-based reputation 
feedback system for health care.

Fig.05 Our Proposed Reputation-based 
feedback system

Fig.05 shows following features which 
includes Rating and Feedback tab. A person 
after getting treatment from the Hospital will 
give feedback on his/her treatment. On the 
basis of cumulative feedback from a number of 
patients visiting a certain hospital, ratings 
would be generated. 

5. RESULTS

If a person wants to get information of medical 

treatment for a particular disease, he or she will 
simply click on Disease tab and eventually get 
rating of hospital based on its performance. 
Fig.06 shows the Disease tab used by a person 
looking for treatment for a disease.

Fig.06 Disease Tab provides information 
about Hospitals

Let say, for example, a person is suffering from 
cancer and want to get information about 
well-reputed hospital treated cancer. Through 
clicking on the Disease tab, results of hospitals 
are shown on the basis of rating generated 
through feedback system. Fig.07 shows 
hospitals rating generated for Cancer disease 
treatment.

Fig.07. List of Hospitals according to ratings

The patient will be allowed to give his/her 
opinion about the doctors, staff and the 
hospital via this feedback form and rate the 
hospital and disease to tell the future patients 
whether they should come here or not? This 
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will increase a level of competition amongst 
the hospital and they will try to convince the 
patient by providing him/her the best of 
facilities they can.

 
Fig 08. Web-based Feedback Form

In Fig.08, a web-based feedback form has been 
created for our system. The Patient visiting 
hospital must fill this feedback form. Several 
questions can be asked from the patient. Some 
questions are generic, others may be specific to 
the disease.

In this way, the system will give opportunity to 
the patients to give their precious opinions and 
will let them help administration to improve 
the healthcare system. 

6. Conclusion & Future Work

Pakistan is an emerging state in the world and 
with the passage of time population of Pakistan 
is also increasing. Increase in population also 
increases the demand of healthcare system. 
This increasing demand of healthcare facilities 
has become a question when no praise worthy 
facilities is given to the people by the 
government which is responsible for it. In our 
research, we have developed an online health 
care system. This system actually works on 
reputation of hospitals that comes after the 
feedback from the community resulting in 
enhancement of trust of people. 
In the future, we will work on development of 

Android-based application that would help 
people finding right medical care center for 
their treatment. We will also improve our 
existing system by adding some new features 
like online doctor help, Doctor-Patient trust 
etc. Feedback system is used to maintain a 
record of hospitals, diseases and the 
administration to improve the standard of 
medical treatment when it comes to the phase 
of competition. There is a dire need to put 
proper check and balance in our healthcare 
system if at all we want to improve it. 
Feedback system will benefit us in doing so. 
This research will help a lot in bringing 
improvement in the health sector of Pakistan.
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build detect faults and error by itself to make 
the task fault free.

There is a technique known as Error 
Correction Code (ECC), which that is used to 
remove transient errors in the path of the 
memory and helps in controlling pipelining. 
This implementation also sorts out the error 
lock that is stuck with the transient errors 
simply by doubling the amount of resources 
being used or the cycles. The locking 
mechanism in COTS multicore processors is 
complex for update and requires more working 
[6].

The power management can be synchronized 
along with the performance in step by step 
cycles. Modular system could be helpful in 
detecting the two redundant processes (DMRs) 
that support only the malfunctioning. Triple 
redundancy module (TMR) [3] provides the 
error tolerant facility in multicore processors. 
A multicore processor in COTS architecture 
requires a costly technology for error detection 

and its tolerance, as for high performance we 
need special compilers for unlimited recovery 
abilities.

2. Organization And Working

COTS multicore processors [11] works on 
Transaction synchronization extension (TSX) 
in a reverse form that is used for error 
tolerance. Its flowchart is shown Fig.1 where 
we can see the dependent systems and then 
they further moves towards the impairments 
which shows that how the system is causing an 
interrupt. Means of system shows that are 
where it is hardware error or software error as 
for hardware error we need to reconstruct the 
system again from where it is causing damage 
and for software error we need to validate the 
software or code which is error prone. COTS 
Multicore processor needs several attributes to 
fulfill the requirements of the system and these 
overall working leads to a system that is fault 
free, faultless and tolerant. See Fig.1.

testing is done to regulate the instruction show 
flow. Designing is one of the most important 
thing to be created when we have to work on 
multicore processors, so this is a complex 
phase to be done. 

For checking the hardware design like in multi 
core processors we check whether the 
processors are correctly connected or how they 
can work properly without causing any kind of 
fault [3].

5. Architecture 0f Cots Multicore 
Processors

This is architecture of COTS multicore 
processor, in which there are Processing 
Elements (PE) that implements the front end 
digital filtering using COTS FIR one of the 
filtering application. The PEs form direct link 
with Internet Protocols using interconnection 
network, and a single chip memory for 
temporary storage and one of the internet 
protocol has Built-in Self-Test (BIST) for 
testing the incoming data.

3. Fault Avoidance Or Prevention

System requirements and specification are the 
important factors during the construction along 
with the design models that makes them 
reusable for implementing the formal methods. 
Each COTS multicore processor is built upon 
certain specifications that make, them efficient 
from other systems and along with this it 
should be fault tolerant [10].

3.1. System requirements specification

For the hardware and software system, we 
need to build a set up that is complete of all the 
required means. It should be free of any kind of 
systematic and logical error. Software setup 
should be in a way that maintains a correct 
communication between software engineer 
and a system. Hardware system [11] should 
complete communications while considering 
means of the hardware, technical, mechanical 
and electrical engineering ways. System that 
fulfills all the requirements forms a desired 
system for the user as well as for the firms. 

3.2. Formal methods

Formal methods have been taken into account 
for both hardware and software forms. In 
hardware form these methods help to construct 
a complete system which is dependable. 
Software form is used to maintain the entire 
task whether mathematical or coding and most 
importantly the usage of set of instructions.

These formal methods are used generally for 
small system as COTS multicore processor is a 
huge one so the developers don’t make the use 
of this system anymore, they undergoes some 

of the fault removal techniques for building up 
a system [11].

4. Fault Removal

Fault removal techniques are dependent 
enhancing techniques that work on two basic 
agendas verification and validation. These 
techniques improve software and hardware 
dependability by detecting existing faults, 
using verification and validation (V&V) 
methods, and eliminating the detected faults. 
Fault removal techniques contribute to system 
dependability using testing, formal inspection, 
and formal design proofs [9].

4.1. Testing

This phase is the basic form of getting COTS 
multiprocessor system of testing all the 
requirements that are needed for its 
construction to be working well and then 
setting them and checking out the connection 
they are forming is correct or not [12].

4.2. Inspection

Inspection is very important factor in fault 
removing this is done by the companies that 
want to make system error free and need their 
system to work and flourish well. In this phase 
small groups of people are form which inspects 
the work of their perspective region which is 
being provided to them and they test out all the 
parts and making the system fault-free [7].

4.3. Design

These are related to the formal method that is 
discussed earlier. This is a phase in which 

processors that would be strong enough to not 
cause any kind of damage as for making 
system fault-tolerant in hardware form some 
vendors may use hot-swappable disk when 
there is a risk of disk-failure [1].

7. Approach

7.1. Software centric

The software centric [D.J.Sorin] approach as 
have application and libraries that can cause 
faults, that could be detected by using Sphere 
of Replication (SoR). We can detect that they 
are faulty. Here we uses a technique Process 
Level Redundancy (PLR) [8] which makes the 
software redundant as we have the backup 
available for such fault causing software 
application and libraries.

Fig. 5. Software Centric
 
7.3. Hardware centric 

In hardware centric we have approves, faults in 
the hardware level basically in the processors. 
These faults can be detected by Sphere of 
Replication (SoR) as the processor having the 

faults leaves the boundary of SoR and we can 
make those processors redundant by using 
several techniques in which lock stepping also 
comes [2].

Fig. 6 Hardware Centric

8. Comparison of Software Vs. 
Hardware on Multicore Cots 
Processor Applying Fault 
Tolerance

Given below is the table that is showing a 
comparative analysis on COTS multicore 
processors whether the Software approach is 
convenient to use or hardware is flexible one. 
This table is representing both the levels for 
making the COTS multicore processors to 
work. Using different properties this analysis is 
done.

Fig. 4: Basic COTS Multicore Processor 
Architecture

6. Software vs. Hardware 
Implementation

6.1. Software reuse

Software reuse is very attractive for a variety 
of reasons. Software reusability implies a 
savings in development cost, since it reduces 
the number of components that must be 
originally developed. It is also popular as a 
means of increasing dependability because 
software that has been well exercised is less 
likely to fail (since many faults have already 
been identified and corrected).In addition, 
object-oriented paradigms and techniques 
encourage and support software reusability. 
However, it is important to recognize that 
different measures of dependability may not be 
improved equally by reuse of software [16].

6.2. Hardware reuse

Connections are made for COTS multicore 

In this approach time plays an important role as 
all cores must provide result at the same time 
to ensure the correct result matching. 

12. Software Based Instruction 
Level Fault Tolerance

Later on G.A. Reis et al. Proposed Software 
Based Instruction level Fault Tolerance 
(SWIFT) which is software based 
single-threaded approach for redundancy and 
fault tolerance. SWIFT is a compiler based 
technique using which instructions are 
duplicated at compile time by the compiler and 
some comparison instructions are inserted into 
the program at some strategic points. During 
the execution of program values of both 
instructions are computed twice and compared 
to avoid any effect on the output of the 
program. SWIFT has many improvements 
over prior techniques.  It does not require any 
additional hardware changes rather it uses 
software enhancements. 

13. Recovery

When a fault is detected, it is important to 
recover it before it causes system failure. For a 
fault tolerant system, it is very important to 
implement recovery system also. There are two 
options which can be adopted in order to 
recover from error i.e. error handling, fault 
handling or both can be used for recovery.

Error Handling: In error handling errors are 
removed from the system without removing 
the source of the fault. Two techniques are 
mostly used for error handling i.e. checkpoint 
and repair and other is masking.  In checkpoint 
the state of system is saved after some time 

slots and when an error is detected it is 
rollbacked to its previous state valid state using 
checkpoint. While in masking technique, 
component containing error is masked by 
majority voting on states of other redundant 
components. Then the state of an erroneous 
component may be restored by using the state 
of one of the non-erroneous redundant 
components [4]. It is more efficient technique 
then checkpoint and repair because it does not 
involve rollback.

Fault Handling: Fault handling involves 
isolation of the faulty component and 
recovering the system from the fault. 
Moreover, tasks which were being computed 
on a faulty core need to be reassigned to a 
working core or a spare core. This is known as 
reassignment. Repair of a faulty component 
can be done in a reconfigurable system through 
reconfiguration [16]. Faulty component is 
isolated from the non-faulty components so 
that error is not transferred to other 
components.

14. Conclusion

Multicore processors provide structural 
redundancy which can be exploited by using 
different fault tolerance techniques. There are 
multiple approaches for fault tolerance in 
multicore COTS processors. Some of those 
have been discussed above. Those techniques 
include EDDI, redundancy techniques i.e. 
SMRT, N-Modular approach, Lock stepping 
and SWIFT. There are some pros and cons of 
each technique.

EDDI is the approach that consumes sufficient 
memory because each location of original 
instruction will need a shadow instruction in 

Table 1

9. Redundancy Techniques

There is multiple redundancy techniques used 
for error detection. N-Modular redundancy is 
widely used technique for fault detection in 
multi-core processors in which different cores 
of the processors process the same data in 
isolation and compare results with each other 
in order to check results and detect errors. [6].

A well-known redundancy technique is named 
Dual Modular Redundancy (DMR) which uses 
two elements. The error is detected using DMR 
by comparing results of two elements if these 
are different. There is another technique called 
Triple Modular Redundancy (TMR) which 
detects errors by majority voting. This leads to 
a higher availability, since the system can 
continue the execution by masking the faulty 
element [6]. These techniques further 
classified into spatial and temporal redundancy 
techniques. Spatial redundancy means 
calculation is done on multiple distinct 
elements while temporal redundancy means 

the calculation is performed multiple times. 
Typically spatial locality redundancy is used 
on multi-core which is cost efficient. This can 
be supported by the fact that in multi-core 
systems, all the cores usually are not used at a 
time. Therefor unused cores are used for 
execution of redundant threads for fault 
detection purposes.
  
10. Simultaneous and 
Redundant Multithreading 

Another redundant execution approach is 
Simultaneous and Redundant Multithreading 
(SRT) which uses hardware feature called 
Simultaneous Multithreading (SMT). SMT 
execute copies of a program on two 
independent threads on two physical cores of 
the processor by sharing some resources. The 
two dominant forms of redundant execution 
are lockstep configuration and redundant 
multithreading with loose lock stepping or 
without it. [7]. 

11. Lockstepping

Lock stepping is a hardware based technique 
for fault tolerance. In this technique, processor 
core is responsible for replication of the 
process and multiple processor cores execute 
and computes result for same program. An 
additional hardware module is present to 
replicate program on all processors and 
compare the results. It find differences 
between results and check if they are identical. 
If all the results are same, there is no error. But 
in case if there is any difference in results there 
is an error in execution and comparison 
module then generate a trap signal to the 
processors [6]. 
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the memory. The duplication of memory 
results in significant hardware cost which also 
leads to significant cache cost.

Lock stepping also has some disadvantages 
regarding the processor cores. Basically, the 
need for low level hardware determinism leads 
to restrictions in hardware design. First, Lock 
stepping leads to a huge hardware overhead. 
For fault detection, two entire processor cores 
are required, which duplicates the total 
hardware costs. Second, non-determinism can 
occur in modern off-the shelf hardware. For 
instance, differences in hardware bits lead to a 
Lockstep error, even if they have no effect on 
code execution. Third, clock domain crossing 
leads to asynchronous events, which would 
subverts hardware determinism. Additionally, 
deterministic execution over the entire 
hardware life time cannot be tested but 
implementing at hardware is much more 
preferable by considering fault tolerance.
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1. Introduction

 The faults in computer systems can 
never be resolved easily; several measures 
have been taken to remove them.  These faults 
can be removed by detecting them that where 

they are present. We need to check out those 
faults again for the confirmation and for 
calculating the down time of faults at the start 
and the end of the fault. There are some 
systems named dependable server system that 
helps to check the failed stop during working 
of a specific task. The fail operation system is 



14900 individuals and one clinic bed for 1503 
people. This demonstrates a reasonable photo 
of our limitlessly denied well-being area. [14]

A substantial total of the financial backing is 
being spent on the therapeutic care and clinic 
cost in a situation where 33% of the populace, 
in Pakistan live beneath the destitution line and 
well-being offices remain broadly blocked off 
to the masses. Likewise, Pakistan has more 
than 98% out of the pocket well-being 
consumptions, where as more than 75% visits 
private Hospitals for human services. National 
general well-being consumption is $4 per 
capita while add up to use on well-being is $18 
per capita. This mirrors the immense share of 
private medicinal services burning through 
(75.6%). Social medical coverage covers just 
5% of the populace yet speaks to 40% of the 
elected and common government spending on 
well-being [14]. We have studied that patients 
die due to late arrival of doctors, due to faulty 
operation techniques and rude behavior of 
administration and due to lack of cooperation 
of hospital management.  48 Millions Has been 
allocated for the health care system for the year 
2017 including the National program on health 
by the Federal Government of Pakistan. As 
after 18th amendment health is now provincial 
issue and the provincial governments allocated 
budgets accordingly.

There is no mature online system available that 
can provide ease to the people suffered from 
deadly diseases. There is no online helpline 
available that can guide people from rural and 
urban areas to find right place for their medical 
treatment. It is possible only when we would 
have available online feedback management 
system that can rate public medical facilities 
according to their performances and feedbacks 
from the patient visitors. Many hospitals are 

using web portals these days. However, these 
hospitals do not have such portal which can 
rate the doctors and administration of public 
hospitals via some feedback mechanism. For 
this purpose, in this article, we have proposed a 
system that will rate public hospitals, doctors, 
and the hospital management through feedback 
system. This system would run a reputation 
algorithm that would based on a trust 
management system. This system, in turn, 
would be able to generate true ratings of all the 
hospitals that are included in our system. These 
ratings help people in choosing right hospital 
for their deadly disease. This kind of feedback 
system has not been implemented yet in any 
medical institution within Pakistan.

The rest of the Paper is divided as follows: 
Section 2 describes the previous work on this 
research. Section 3 explains the methodology 
that is adapted in this research. Section 4 
discussed the proposed solution that was 
developed during the research. Section 5 
shows the results of our work. Section 6 
concludes our work and future directions is 
given.

2. Related Work

 Researchers [1] have measured 
Patient’s expectations, perceptions and their 
experiences with health care system are the 
main determinants of patient’s satisfaction. 
These domains are interconnected. Three 
categories of patient expectation include 
background expectation, interaction 
expectations, and action expectations. These 
expectations are affected by patient 
characteristics i.e. age, sex; ethnicity etc. Older 
people have lower expectations thus likely to 
be more satisfied with health care. Gender was 
found to be an inconsistent predictor of patient 

1. Introduction

 Health is wealth, is common and 
the most known phrase in the world. Health 
carries most marks when it comes grading the 
life. If we do not have good health we carry 
nothing but loss. Therefore, it is indeed the best 
thing one can have in shape of good life. Good 
health eventually contributes towards the 
progress of country as people with sound 
health mentally and physically will be 
productive and beneficial for the economy of 

country as man power contributes a lot. The 
explanation behind quick spread of epidemic 
diseases in Pakistan incorporate packed urban 
areas, dangerous drinking water, deficient 
sanitation, poor financial conditions, low 
well-being mindfulness and insufficient 
immunization scope. Just about 60 million 
individuals in this nation do not have 
admittance to essential well-being offices. In 
addition, 90 million individuals have no 
fundamental sanitation. There is one specialist 
for 1,837 individuals, one dental practitioner 
for 46,498 people. One essential tends to 

satisfaction, females tend to be lesser satisfied. 
People from the low social class were found to 
be more satisfied. 

In the research [8] K-Nearest Neighbor 
algorithm was used which gives 1.7% better 
result than the other techniques used for this 
problem. Generally, Doctor Diagnosis patient 
through his tests, physical condition and 
patient’s history, the amount of information 
may be insufficient, contain uncertainty, 
information may be misleading. For better 
results, they apply machine learning 
techniques for better classification and they 
applied this to Wisconsin Madison breast 
cancer problem.

In study [2] it was discussed that the health 
care system in Pakistan beset with numerous 
problems- structural fragmentation, gender 
insensitivity, resource scarcity and lack of 
inaccessibility and inefficiency. The goal of 
Health System (HS) reforms is to improve the 
technical and allocative efficiency of health 
care system, enhance the quality of services 
and make system more equitable. It is the dire 
need to enhance the system, in order to, bring 
quality health in country. Structural problems 
of health care system also require attention. 
Under-utilization, lack of quality, and scarcity 
of human, financial and technical resources are 
persistent problems. In short, Pakistan is in a 
need of a far- changing health sector reforms.

In [3] it was discussed about how to improve 
trust of user in long-term archiving. Electronic 
health records (EHRs) is a good example of 
long-term stored data. Attackers may temper 
the data without being noticed. For this 
purpose, it is needed to be addressed as a 
public key infrastructure, which can be trusted 
worldwide. However, this may not be 

practically possible. In this article, a long-term 
evaluation of Trust (LoT) is introduced which 
is reputation based, which alleviate the 
required trust assumptions. In this system, each 
document is signed periodically after some 
time. This is renewal procedure. This renewal 
depends upon date and time. If the document is 
signed through trusted time-stamp authority, it 
will be updated periodically. If a person wants 
to check whether its document is saved so, 
he/she will be retrieved with updated 
document. 

In [4], [5], [6] and [10] the comparison of 
developed countries regarding health was 
carried out to show the reality that why 
Pakistan lack in healthcare system. China, 
Singapore, and USA improved a lot in 
healthcare system and facilitated their people. 
They have designed such systems to renovate 
the healthcare problems and letting the people 
know about diseases. These countries allocate 
a lot of budget of GDP to health. Bad 
governance, budget allocation, use of modern 
technology and usage of allocated budget 
properly is discussed in details. 

In [7] the challenge of Private healthcare 
system is discussed in detail and it was found 
that the level and quality of care remains 
questionable in healthcare system. The result is 
low usage of public services when factors i.e. 
trust, perceived quantity, access, cost etc. are 
found weak. Pakistan has established a room 
for private sector to furnish and it is operating 
to play weakness in health care delivery to the 
poor people. Private sector has demonstrated 
great deal of responsiveness, hence winning 
the trust of clients. Pakistan is challenging the 
poor performance of health care system. 
Investments of government remained low. 
1:1099 is doctor to patient ratio and 1:1647 is 

one bed to patient ratio in hospitals. The myth 
that the private health sector is an unimportant 
part in Pakistan has proven to be wrong. 
Private sector provides majority of the health 
care. It is undoubted fact that the major support 
to private sector is given by the government 
physicians practicing in the private arena.

In [8] it was discussed the comparisons of 
private and public hospitals. It was checked 
that public hospitals lack some fundamental 
facilities for the patients. Health sector of 
Pakistan is a mixed system of public, private, 
formal/non-formal and modern faith-based, all 
co-existing.  The health indicators of Pakistan 
show a high population growth rate, gradually 
declining infant and maternal mortality rates. 
These indicators are not even good to be 
compared with neighboring countries. Budget 
allocated is also very low as per the 
requirements. By 2013, the number of 
hospitals are 1096, Basic Health Units 5527, 
Rural health centers 650, 5310 dispensaries, 
167,759 doctors, 13,716 dentists, 86,183 
nurses. There are 1099 patients per doctor and 
13,411 patients for one dentist. On average 
1647 persons per bed.

In [15], an authentic model has been proposed 
using cloud and sensor based network for trust 
and reputation based. In [16], they have 
proposed intelligent fuzzy logic system in 
network for reputation based model. In [17], 
different trust based reputation algorithm are 
used. In [18], using mobile sensor network an 
intelligent data gathering and efficient routing 
algorithm is used. In [19], for online reputation 
they introduced new framework that is based 
on fuzzy logic. In [20],  sensing system 
introduced based on trust.

We need to make sure the quality and safety of 

services. Many private hospitals in developing 
countries have problems. But Private hospitals 
are not the ultimate solution to cater with 
health problems and also there is a grave 
problem of trust in Pakistan. There is no online 
system available that can gather feedback from 
community through automated way and 
disseminate information to the people. This 
information would help them finding right 
place for their medical care. 

3. Methodology

It is identified in the previous section that there 
exist a problem of trust regarding medical 
treatment. For this purpose, we have developed 
a reputation-based feedback system, in order 
to, facilitate people. In the first phase, we have 
conducted a survey from people related to 
different communities in the form of 
questionnaire. However, results of survey were 
too much surprising.  People used to prefer 
private hospitals over public hospitals even for 
major as well as for minor diseases. This is an 
alarming situation for country whose 
population is now more than 200 million. 

       We started our survey by incorporating 
google forms in our methodology. Google 
forms helps you to get people opinions in this 
busy world. So, we added four basic and 
comprehensive short questions for the survey 
and then we selected 500 most matured people 
around us and sent them the link of google 
forms. Based on their answers we have 
following .

In our first question, we asked people if they 
prefer private hospitals or public hospitals. 
More than 75% opted for private hospitals. The 
result is shown in Fig.01. 

Fig.01. Feedback of 1st Question

Therefore it is clear, that public hospitals do 
not have much capability to attract patients. 
This is due to lack of poor management and 
medical treatment.

In our second question, we had asked about the 
preference of public hospitals over private 
hospitals for the treatment of minor disease. 
The result has been shown in Fig.02. The result 
shows that more than 60% people prefer 
Private hospitals.

Fig.02. Feedback of 2nd Question

However, the results are even more surprising 
when we had asked either to prefer public 
hospitals over private hospitals for deadly 
diseases. Approximately 70% of surveyors do 
not willing to go to the public hospitals for the 
treatment of deadly diseases like Cancer, 
Hepatitis etc. The result has been shown in 
Fig.03. 

Fig.03. Feedback of 3rd Question

The last question was to rate the current 
healthcare standard in Pakistan from Highest 
(5) to the Lowest (1). 

Fig.04. Feedback of 4th Question

4. Proposed Solution

Keeping in view of the aforementioned 
feedbacks from our survey, we have developed 
a Reputation-based trust management system 
for improving public health care institutions in 
Pakistan. This is a web-based system that is 
user-friendly and can be accessible via our 
URL (www.rbhcs.net).

4.1. How this system will work?

This system carries a main feature of feedback. 
Feedback will enhance the capacity of system 
as it will get reviews of patients who are being 
checked up and are treated. Patients would be 
asked few questions when they visit a certain 
hospital for the treatment of deadly diseases 

like Ccancer, Hepatitis etc. In this system, the 
user will be given a form in which he/she has 
to give his/her particulars and answers to the 
questions asked in the form. Based on the 
results generated by these questions, an 
individual feedback is created. This feedback 
has a numerical value associated with it. 
Therefore, through this process, a unique 
feedback is generated which includes a 
particular hospital and a particular disease. The 
overall feedback from a number of patients 
helps in generating the hospital rating. Top 
rated hospital would be at the top of list for a 
particular disease. The system will be able to 
rate the diseases and will rate the doctors and 
hospital on the basis of their performance. 
Fig.04. shows our web-based reputation 
feedback system for health care.

Fig.05 Our Proposed Reputation-based 
feedback system

Fig.05 shows following features which 
includes Rating and Feedback tab. A person 
after getting treatment from the Hospital will 
give feedback on his/her treatment. On the 
basis of cumulative feedback from a number of 
patients visiting a certain hospital, ratings 
would be generated. 

5. RESULTS

If a person wants to get information of medical 

treatment for a particular disease, he or she will 
simply click on Disease tab and eventually get 
rating of hospital based on its performance. 
Fig.06 shows the Disease tab used by a person 
looking for treatment for a disease.

Fig.06 Disease Tab provides information 
about Hospitals

Let say, for example, a person is suffering from 
cancer and want to get information about 
well-reputed hospital treated cancer. Through 
clicking on the Disease tab, results of hospitals 
are shown on the basis of rating generated 
through feedback system. Fig.07 shows 
hospitals rating generated for Cancer disease 
treatment.

Fig.07. List of Hospitals according to ratings

The patient will be allowed to give his/her 
opinion about the doctors, staff and the 
hospital via this feedback form and rate the 
hospital and disease to tell the future patients 
whether they should come here or not? This 
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will increase a level of competition amongst 
the hospital and they will try to convince the 
patient by providing him/her the best of 
facilities they can.

 
Fig 08. Web-based Feedback Form

In Fig.08, a web-based feedback form has been 
created for our system. The Patient visiting 
hospital must fill this feedback form. Several 
questions can be asked from the patient. Some 
questions are generic, others may be specific to 
the disease.

In this way, the system will give opportunity to 
the patients to give their precious opinions and 
will let them help administration to improve 
the healthcare system. 

6. Conclusion & Future Work

Pakistan is an emerging state in the world and 
with the passage of time population of Pakistan 
is also increasing. Increase in population also 
increases the demand of healthcare system. 
This increasing demand of healthcare facilities 
has become a question when no praise worthy 
facilities is given to the people by the 
government which is responsible for it. In our 
research, we have developed an online health 
care system. This system actually works on 
reputation of hospitals that comes after the 
feedback from the community resulting in 
enhancement of trust of people. 
In the future, we will work on development of 

Android-based application that would help 
people finding right medical care center for 
their treatment. We will also improve our 
existing system by adding some new features 
like online doctor help, Doctor-Patient trust 
etc. Feedback system is used to maintain a 
record of hospitals, diseases and the 
administration to improve the standard of 
medical treatment when it comes to the phase 
of competition. There is a dire need to put 
proper check and balance in our healthcare 
system if at all we want to improve it. 
Feedback system will benefit us in doing so. 
This research will help a lot in bringing 
improvement in the health sector of Pakistan.
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build detect faults and error by itself to make 
the task fault free.

There is a technique known as Error 
Correction Code (ECC), which that is used to 
remove transient errors in the path of the 
memory and helps in controlling pipelining. 
This implementation also sorts out the error 
lock that is stuck with the transient errors 
simply by doubling the amount of resources 
being used or the cycles. The locking 
mechanism in COTS multicore processors is 
complex for update and requires more working 
[6].

The power management can be synchronized 
along with the performance in step by step 
cycles. Modular system could be helpful in 
detecting the two redundant processes (DMRs) 
that support only the malfunctioning. Triple 
redundancy module (TMR) [3] provides the 
error tolerant facility in multicore processors. 
A multicore processor in COTS architecture 
requires a costly technology for error detection 

and its tolerance, as for high performance we 
need special compilers for unlimited recovery 
abilities.

2. Organization And Working

COTS multicore processors [11] works on 
Transaction synchronization extension (TSX) 
in a reverse form that is used for error 
tolerance. Its flowchart is shown Fig.1 where 
we can see the dependent systems and then 
they further moves towards the impairments 
which shows that how the system is causing an 
interrupt. Means of system shows that are 
where it is hardware error or software error as 
for hardware error we need to reconstruct the 
system again from where it is causing damage 
and for software error we need to validate the 
software or code which is error prone. COTS 
Multicore processor needs several attributes to 
fulfill the requirements of the system and these 
overall working leads to a system that is fault 
free, faultless and tolerant. See Fig.1.

testing is done to regulate the instruction show 
flow. Designing is one of the most important 
thing to be created when we have to work on 
multicore processors, so this is a complex 
phase to be done. 

For checking the hardware design like in multi 
core processors we check whether the 
processors are correctly connected or how they 
can work properly without causing any kind of 
fault [3].

5. Architecture 0f Cots Multicore 
Processors

This is architecture of COTS multicore 
processor, in which there are Processing 
Elements (PE) that implements the front end 
digital filtering using COTS FIR one of the 
filtering application. The PEs form direct link 
with Internet Protocols using interconnection 
network, and a single chip memory for 
temporary storage and one of the internet 
protocol has Built-in Self-Test (BIST) for 
testing the incoming data.

3. Fault Avoidance Or Prevention

System requirements and specification are the 
important factors during the construction along 
with the design models that makes them 
reusable for implementing the formal methods. 
Each COTS multicore processor is built upon 
certain specifications that make, them efficient 
from other systems and along with this it 
should be fault tolerant [10].

3.1. System requirements specification

For the hardware and software system, we 
need to build a set up that is complete of all the 
required means. It should be free of any kind of 
systematic and logical error. Software setup 
should be in a way that maintains a correct 
communication between software engineer 
and a system. Hardware system [11] should 
complete communications while considering 
means of the hardware, technical, mechanical 
and electrical engineering ways. System that 
fulfills all the requirements forms a desired 
system for the user as well as for the firms. 

3.2. Formal methods

Formal methods have been taken into account 
for both hardware and software forms. In 
hardware form these methods help to construct 
a complete system which is dependable. 
Software form is used to maintain the entire 
task whether mathematical or coding and most 
importantly the usage of set of instructions.

These formal methods are used generally for 
small system as COTS multicore processor is a 
huge one so the developers don’t make the use 
of this system anymore, they undergoes some 

of the fault removal techniques for building up 
a system [11].

4. Fault Removal

Fault removal techniques are dependent 
enhancing techniques that work on two basic 
agendas verification and validation. These 
techniques improve software and hardware 
dependability by detecting existing faults, 
using verification and validation (V&V) 
methods, and eliminating the detected faults. 
Fault removal techniques contribute to system 
dependability using testing, formal inspection, 
and formal design proofs [9].

4.1. Testing

This phase is the basic form of getting COTS 
multiprocessor system of testing all the 
requirements that are needed for its 
construction to be working well and then 
setting them and checking out the connection 
they are forming is correct or not [12].

4.2. Inspection

Inspection is very important factor in fault 
removing this is done by the companies that 
want to make system error free and need their 
system to work and flourish well. In this phase 
small groups of people are form which inspects 
the work of their perspective region which is 
being provided to them and they test out all the 
parts and making the system fault-free [7].

4.3. Design

These are related to the formal method that is 
discussed earlier. This is a phase in which 

processors that would be strong enough to not 
cause any kind of damage as for making 
system fault-tolerant in hardware form some 
vendors may use hot-swappable disk when 
there is a risk of disk-failure [1].

7. Approach

7.1. Software centric

The software centric [D.J.Sorin] approach as 
have application and libraries that can cause 
faults, that could be detected by using Sphere 
of Replication (SoR). We can detect that they 
are faulty. Here we uses a technique Process 
Level Redundancy (PLR) [8] which makes the 
software redundant as we have the backup 
available for such fault causing software 
application and libraries.

Fig. 5. Software Centric
 
7.3. Hardware centric 

In hardware centric we have approves, faults in 
the hardware level basically in the processors. 
These faults can be detected by Sphere of 
Replication (SoR) as the processor having the 

faults leaves the boundary of SoR and we can 
make those processors redundant by using 
several techniques in which lock stepping also 
comes [2].

Fig. 6 Hardware Centric

8. Comparison of Software Vs. 
Hardware on Multicore Cots 
Processor Applying Fault 
Tolerance

Given below is the table that is showing a 
comparative analysis on COTS multicore 
processors whether the Software approach is 
convenient to use or hardware is flexible one. 
This table is representing both the levels for 
making the COTS multicore processors to 
work. Using different properties this analysis is 
done.

Fig. 4: Basic COTS Multicore Processor 
Architecture

6. Software vs. Hardware 
Implementation

6.1. Software reuse

Software reuse is very attractive for a variety 
of reasons. Software reusability implies a 
savings in development cost, since it reduces 
the number of components that must be 
originally developed. It is also popular as a 
means of increasing dependability because 
software that has been well exercised is less 
likely to fail (since many faults have already 
been identified and corrected).In addition, 
object-oriented paradigms and techniques 
encourage and support software reusability. 
However, it is important to recognize that 
different measures of dependability may not be 
improved equally by reuse of software [16].

6.2. Hardware reuse

Connections are made for COTS multicore 

In this approach time plays an important role as 
all cores must provide result at the same time 
to ensure the correct result matching. 

12. Software Based Instruction 
Level Fault Tolerance

Later on G.A. Reis et al. Proposed Software 
Based Instruction level Fault Tolerance 
(SWIFT) which is software based 
single-threaded approach for redundancy and 
fault tolerance. SWIFT is a compiler based 
technique using which instructions are 
duplicated at compile time by the compiler and 
some comparison instructions are inserted into 
the program at some strategic points. During 
the execution of program values of both 
instructions are computed twice and compared 
to avoid any effect on the output of the 
program. SWIFT has many improvements 
over prior techniques.  It does not require any 
additional hardware changes rather it uses 
software enhancements. 

13. Recovery

When a fault is detected, it is important to 
recover it before it causes system failure. For a 
fault tolerant system, it is very important to 
implement recovery system also. There are two 
options which can be adopted in order to 
recover from error i.e. error handling, fault 
handling or both can be used for recovery.

Error Handling: In error handling errors are 
removed from the system without removing 
the source of the fault. Two techniques are 
mostly used for error handling i.e. checkpoint 
and repair and other is masking.  In checkpoint 
the state of system is saved after some time 

slots and when an error is detected it is 
rollbacked to its previous state valid state using 
checkpoint. While in masking technique, 
component containing error is masked by 
majority voting on states of other redundant 
components. Then the state of an erroneous 
component may be restored by using the state 
of one of the non-erroneous redundant 
components [4]. It is more efficient technique 
then checkpoint and repair because it does not 
involve rollback.

Fault Handling: Fault handling involves 
isolation of the faulty component and 
recovering the system from the fault. 
Moreover, tasks which were being computed 
on a faulty core need to be reassigned to a 
working core or a spare core. This is known as 
reassignment. Repair of a faulty component 
can be done in a reconfigurable system through 
reconfiguration [16]. Faulty component is 
isolated from the non-faulty components so 
that error is not transferred to other 
components.

14. Conclusion

Multicore processors provide structural 
redundancy which can be exploited by using 
different fault tolerance techniques. There are 
multiple approaches for fault tolerance in 
multicore COTS processors. Some of those 
have been discussed above. Those techniques 
include EDDI, redundancy techniques i.e. 
SMRT, N-Modular approach, Lock stepping 
and SWIFT. There are some pros and cons of 
each technique.

EDDI is the approach that consumes sufficient 
memory because each location of original 
instruction will need a shadow instruction in 

Table 1

9. Redundancy Techniques

There is multiple redundancy techniques used 
for error detection. N-Modular redundancy is 
widely used technique for fault detection in 
multi-core processors in which different cores 
of the processors process the same data in 
isolation and compare results with each other 
in order to check results and detect errors. [6].

A well-known redundancy technique is named 
Dual Modular Redundancy (DMR) which uses 
two elements. The error is detected using DMR 
by comparing results of two elements if these 
are different. There is another technique called 
Triple Modular Redundancy (TMR) which 
detects errors by majority voting. This leads to 
a higher availability, since the system can 
continue the execution by masking the faulty 
element [6]. These techniques further 
classified into spatial and temporal redundancy 
techniques. Spatial redundancy means 
calculation is done on multiple distinct 
elements while temporal redundancy means 

the calculation is performed multiple times. 
Typically spatial locality redundancy is used 
on multi-core which is cost efficient. This can 
be supported by the fact that in multi-core 
systems, all the cores usually are not used at a 
time. Therefor unused cores are used for 
execution of redundant threads for fault 
detection purposes.
  
10. Simultaneous and 
Redundant Multithreading 

Another redundant execution approach is 
Simultaneous and Redundant Multithreading 
(SRT) which uses hardware feature called 
Simultaneous Multithreading (SMT). SMT 
execute copies of a program on two 
independent threads on two physical cores of 
the processor by sharing some resources. The 
two dominant forms of redundant execution 
are lockstep configuration and redundant 
multithreading with loose lock stepping or 
without it. [7]. 

11. Lockstepping

Lock stepping is a hardware based technique 
for fault tolerance. In this technique, processor 
core is responsible for replication of the 
process and multiple processor cores execute 
and computes result for same program. An 
additional hardware module is present to 
replicate program on all processors and 
compare the results. It find differences 
between results and check if they are identical. 
If all the results are same, there is no error. But 
in case if there is any difference in results there 
is an error in execution and comparison 
module then generate a trap signal to the 
processors [6]. 
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tolerance for multicore architectures. 
Dependable and Secure Computing, 
IEEE Transactions on, vol. 6, pages 135 
–148, 2009.

[16]  N. Aggarwal, P. Ranganathan, N. P. 
Jouppi, and J. E. Smith. Con- figurable 

isolation: building high availability 
systems with commodity multi-core 
processors. SIGARCH Comput. Archit. 
News, vol. 35, pages 470–481, June 
2007.

the memory. The duplication of memory 
results in significant hardware cost which also 
leads to significant cache cost.

Lock stepping also has some disadvantages 
regarding the processor cores. Basically, the 
need for low level hardware determinism leads 
to restrictions in hardware design. First, Lock 
stepping leads to a huge hardware overhead. 
For fault detection, two entire processor cores 
are required, which duplicates the total 
hardware costs. Second, non-determinism can 
occur in modern off-the shelf hardware. For 
instance, differences in hardware bits lead to a 
Lockstep error, even if they have no effect on 
code execution. Third, clock domain crossing 
leads to asynchronous events, which would 
subverts hardware determinism. Additionally, 
deterministic execution over the entire 
hardware life time cannot be tested but 
implementing at hardware is much more 
preferable by considering fault tolerance.
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1. Introduction

 The faults in computer systems can 
never be resolved easily; several measures 
have been taken to remove them.  These faults 
can be removed by detecting them that where 

they are present. We need to check out those 
faults again for the confirmation and for 
calculating the down time of faults at the start 
and the end of the fault. There are some 
systems named dependable server system that 
helps to check the failed stop during working 
of a specific task. The fail operation system is 
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